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False data injection attack detection in cyber-physical power systems based on correlation discrepancy
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Abstract: To ensure the secure and stable operation of smart grids, fast and accurate detection of false data injection
attacks (FDIA) is critical. Existing data-driven FDIA detection models primarily rely on fixed discrimination thresholds
for anomaly identification. However, this approach has notable limitations: attackers can iteratively probe and analyze
model responses, gradually adjusting the magnitude of injected attacks to bypass detection, thereby reducing detection
accuracy. To address this issue, this paper proposes a FDIA detection model based on correlation discrepancy. First, a
detection framework centered on data correlation discrepancies is designed. Second, a position-aware correction factor is
embedded to constrain attention scopes, enabling prior correlation extraction with enhanced positional awareness. Then,
leveraging the fine-grained and multi-scale characteristics of measurement data sequences, a dual-stream granularity
alignment method is developed to capture sequential correlations. Finally, topological correlations are incorporated to
define correlation discrepancies, and an adversarial discrimination criterion is formulated through adversarial training to
amplify the distinguishability between normal and attacked measurements, resulting in an effective discrimination
criterion. Experimental results demonstrate that the proposed model achieves superior detection accuracy and robustness
compared with existing methods and performs well under injection attacks of varying magnitudes.
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Fig. 1 Possible scenarios of FDIA in power grids
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Fig. 2 Structure of the FDIA detection model based on association discrepancy
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Table 1 Performance comparison of various models
in the IEEE14 system
%
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Table 3 Performance comparison of various models
in the IEEE118 system
%

B Precision Recanl Fscore Accuracy Fpr R Precision Recall Fiscore Accuracy Fpr
CNN 51.48 64.24 57.16 90.37 6.73 CNN 34.47 53.70 41.99 85.16 11.34
GNN 63.89 85.19 73.02 93.70 5.35 GNN 33.69 47.57 39.44 85.39 10.40
XGBoost 71.46 86.92 78.43 95.22 3.86 XGBoost 46.78 68.98 55.75 89.05 8.72
GCN 84.41 89.00 86.65 97.26 1.83 GCN 60.97 71.41 65.78 92.57 5.08
LSTM-GCN 88.65 86.81 87.72 97.57 1.23 LSTM-GCN 74.53 78.59 76.51 95.17 2.98
LSTM-AE 96.38 98.73 97.54 99.50 0.41 LSTM-AE 91.29 96.99 94.05 98.77 1.03
AD 99.53 99.07 99.30 99.86 0.05 AD 97.79 97.45 97.62 99.53 0.22

FIRBERILE IEEE30 S48 R G0 it RE R 2
Prs. MR 2 AT AE: A RGE RSN, &%
KR R INER A BT T . SR, AD HIZREG 1T
RE A T R L8 4F 1) LSTM-AE . X 2 B
LSTM-AE R R IR R, &5 EE 2 KRR,
SHKEE 4. 5 [EEE14 B2 RS, AD (kS
JEA R TR, EERZEAHR . A RGEERE
B, EE2EEREAPRANLEEREAR, SBEE
FEfk. SRTM, AD ISR ] MR ZE R,
THT B2 RGP B REAAS I Z A H 0] 2. XA
BRI H 2 81 SRR BT V2 R B ARL 5 2 R
FEAE, BERSUERHE FDIA X4 5 e [ A X A R

#* 2 KRB IEEE30 ARG HRIMEREELEE

Table 2 Performance comparison of various models

in the IEEE30 system
%

B Precision Recanl Fiscore Accuracy Frr
CNN 42.65 57.06 48.81 88.03 8.53
GNN 42.15 53.13 47.00 88.02 8.10
XGBoost 61.26 77.43 68.40 92.85 5.44
GCN 71.06 73.03 72.03 94.33 3.31

LSTM-GCN 78.30 79.75 79.01 95.76 2.46
LSTM-AE 95.78 97.11 96.44 99.28 0.48
AD 98.17 99.54 98.85 99.77 0.21
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Fig. 6 ROC curves of various models in the IEEE14 system
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Table 4 Runtime of various models in the IEEE14 system

- IS A Bpoch W%k KoM
- I i/ It ] (B2 ME s I ¥/
CNN 102 10 0.895
GNN 129 11.6 1.584
XGBoost 68 5.9 0.249
GCN 89 8.6 1.459
LSTM-GCN 137 12.9 1.856
LSTM-AE 176 15.6 1.699
AD 52 48 0.236
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Table 5 Runtime of various models in the IEEE30 system

WS A Epoch VIlZk AT

14 700

. WS GRS B 1Al

CNN 177 11.2 0.93
GNN 194 19 1.743
XGBoost 157 15.6 0.496
GCN 159 13.2 1.576
LSTM-GCN 202 18 2.606
LSTM-AE 242 22.8 2.096

AD 131 12.1 0.65

% 6 &HRAVFE [EEE118 RGREI TR
Table 6 Runtime of various models in the IEEE118 system

WIS #A Epoch YIlZ% KT

LAY N . N
B [8]/s I 8] (552 /IME)/s I [E)/s
CNN 271 26.9 1.087
GNN 337 30.5 2.393
XGBoost 254 233 0.815
GCN 264 259 2.95
LSTM-GCN 386 37.7 2.484
LSTM-AE 381 33.1 2.392
AD 235 222 0.941
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Fig. 7 F1-Score of various models in different systems
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Fig. 8 Detection performance of various models under

different attack magnitudes
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