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A multi-source data fusion electricity theft detection method based on a variational autoencoder
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(1. Electric Power Research Institute, CSG, Guangzhou 510530, China; 2. College of Electrical and Information
Engineering, Hunan University, Changsha 410082, China)

Abstract: Traditional electricity theft detection methods relying solely on single power consumption loads and struggle to
capture complex theft patterns, resulting in high false detection rate and low accuracy. Thus this paper proposes a new
electric theft detection method that integrates electric load, ambient temperature, time and corresponding phase line loss
of the station area. First, a multi-dimensional feature extraction variational autoencoder (MF-VAE) is constructed to
extract the multi-dimensional characteristics of the user’s electricity consumption behavior. Then, an attention temporal
convolutional network (ATCN) is employed to establish a discriminator model, where expansion convolution and causal
convolution are used to obtain the temporal relationships of multi-dimensional electric theft features. Meanwhile, a
convolutional attention module is introduced to assign the attention weight of each dimension feature to improve the
performance and generalizability of the model. Finally, a Softmax classifier is used to accurately identify potential power
theft behaviors in multi-source data. Experimental results show that the characteristics of electric theft behaviors extracted
by the proposed method are more abundant and diversified, which can effectively reduce false detection rates and improve
the accuracy of electric theft behavior identification.
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Fig. 1 Structure of multi-dimensional feature extraction

variational autoencoder model
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Fig. 2 Schematic diagram of the dilatation causal convolution model
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Fig. 3 Structure of discrimination model for

electricity theft behavior
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Table 1 Power grid dataset information of Hunan province
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Fig. 4 Load variation curve after tampering
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Fig. 6 User power waveform reconstruction effect
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Fig. 7 Electricity time waveform prediction effect
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Fig. 8 Waveform prediction effect diagram corresponding

to environmental temperature
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Table 3 Electricity theft detection results of virtual station group

FDI ACC/% PRE/% REC/% FPR/% TPR/% F1 %4

1EH 99.48 99.28 99.61 22.92 99.57 0.9944
76.84 82.35 63.64 0.06 63.64 0.7179
75.68 67.86 41.30 0.13 41.30 0.5135
78.99 89.74 70.00 0.04 70.00 0.7865
96.15 64.86 96.00 0.17 96.00 0.7742
88.66 86.11 83.78 0.05 86.48 0.8493
78.20 68.00 68.00 0.11 68.00 0.6800
94.78 100.00 91.42 0.00 94.29 0.9522
FFH 86.10 82.28 76.72 2.93 77.41 0.7839

~N O R WD =

FHEE 3 AI%1, ATCN #EALFE & X AHAT 57 M2
8 0.02. GiEEEEELEI 0.3 BIERLE X, Gl
AT N IR I HE R % (accuracy, ACC) N 86.10%, 3T
Kl A IR 128 (precision, PRE) A 82.28%, 4 [n]%
(recal, REC)’N 76.72%, H.IE*(true positive rate,
TPR)N 77.41%, fRIE*(false positive rate, FPR)A
2.93%, RIIEH P BOR AR 2.93%I0, Alf
7741 %I BT, FLSE T L R BT
HIBEZN 76.72%, FINET BRI A 82.28%
(0 A AE G AT

N T B B 5% & R R iR A L,
FHVRE HE 23 BT 53 FRLAT N P B0 25 AN R A
15 A O, HIn SRR HE W E 11 s H
Bl 11 s, AR BITIETE p=0.02. u=0314
BN, T hy o by 0B, 72 R RSSO B AR,
AR BB B ERIRIE . X T b BT BAT NI
MR ZE, HREWEXT by by~ b 3X 3 FRETHAT N
HEAT RS e HEm B R .
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Fig. 11 Confusion matrix of electricity theft detection

in analog station area
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Table 4 Electricity theft detection results with different

input dimensions
%
LN E ACC FACC TPR FPR AUC
[E] 98.07 34.62 56.92 2.55 90.57
[E, 1] 98.35 41.54 63.85 125 9233
[E, 1, T 98.57 56.92 61.54 0.77 93.69
[E,, T,L]  98.94 70.00 82.31 0.61 96.81
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Fig. 12 Feature extraction effect and discrimination results
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Fig. 13 Comparison of electricity theft detection performance

vs. proportion of electricity theft user
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Table 5 Results of electricity theft detection performance

vs. proportion of electricity theft user

RUFAaE o7 AT PERE, mT A R Aes B A 7 B
AR 1) 500
3.6 IR XTLE 534

R B IE BT B O 1 A R B B 4 R i A
P, R AH 7] R 2% 25 ) (1) — 45 AR I 288 ATy 3= T L
#7715 CNN+CBAM. BHEAE R4 TCN —4E45
FRMZE CNN FEATIHRLSCES, A5 MLP. LSTM
THERAT R SRS, AR SE B IR 6 s,

® 6 BN ESSHIRE

Table 6 Detection method and parameter setting

Tiik B 24

JRIREE: BB

ATCN -
AR B SRR L]
ZIatk: —4i5Hx4
CNN+CBAM o n
1 F A R = L. 2
e ZlEtk: RGN x4
{8 BB R L] B
ONNE2! FEEME: — 4B
s A AR B SRR L. 75
MLP FIE M SEEEX3, ETiH: 16,32,64
i AR = L. &
JZEME: LSTM JZx3, #Z&csiH: 16,32,64
LSTME3!

BB S B R

NORES R S HOEE AR, TSI s &
BRSO Vo N 4 2B RERE, G
FUBIEHCAL16, 32, 48, 64], BRI KNA 3. HK
N 1L TN 1, #BAEH ReLU 0 o 50R1 5 K AR it
WHRAERAT B S Z A HER . ik S8 %
A—EEOL T, % 53 A AN B ik 7 P

R7 HERENG AL
Table 7 Comparison of electric theft detection methods

%

% JivE ACC FACC TPR FPR AUC

HiHLLLE  ACC PRE REC FPR TPR F1 CNN 99.13 73.85 77.69 0.17 96.8
5 81.23 8427  73.95 1.03 7498  78.77 TCN 98.98 71.54 78.46 0.60 96.6

10 81.41  83.54  73.08 1.56 7513 77.96 CNN+CBAM 98.80 73.08 77.69 0.90 97.0

15 81.99 8228  76.72 2.93 7741  78.39 ATCN 99.43 79.78 86.52 0.17 98.9

20 82.50 8237  77.94 3.17 78.45  80.09 MLP 98.33 74.32 76.09 0.26 96.3

25 82.54 8244  78.15 3.02 78.50  80.24 LSTM 98.26 71.39 75.51 0.73 96.6

HH P 13 AR 5 w5, Bl 57 U P B A s m,
AR EER REC A1 TPR B2{A 52 FTb#asd, 4%
EHEREVFNTRPR F1 IRFRAE 80% /i ta, BUNTRGE,
R FTHR LG A IIMERE R i, 7EANH G
BSOS R . RS RS TR AR
PRE {845 FF% 2%LLA, (EAIRFRTE 82%LA L, &
B AR SC TSR SV TE AN FIRE B AP B S B

HHER 7 AT50, ASCHTHE T S PERe R AR I A0
FIAFE I, ATCN b CNN+CBAM ] AUC
Bt 2%, FACC mEith 6.7%, 3BIA SRR (i,
LARGE M) BA e 3 F AR R RE ), RTE
IFHIR B BT B AT N . 76 FPR MHIE AL R, ASCAr
P51E TPR A 86.52%, AR T HoAh B3 HEAS I
RS 8%LL L, HAHELT LSTM 5 11%, Wil
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Table 8 Irish dataset information
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BEATOF RSN, BT FEAS IS SR ANk 9 FIE 14 PR .

x99 HEKNER
Table 9 Electricity theft detection results
%

Ji i ACC FACC TPR FPR AUC
MF-VAE MLP 96.85 69.23 74.62 2.61 96.73
MF-VAE LSTM 97.42 71.67 77.08 1.89 97.40

MF-VAE ATCN 98.60 78.35 85.22 1.45 98.85
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Fig. 14 Comparison chart of electricity theft detection results
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