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Electricity theft detection method based on a CAEsS-LSTM fusion model

DONG Lihong?!, XIAO Chunlang?, YE Ou?, YU Zhenhua!
(School of Computer Science and Technology, Xi’an University of Science and Technology, Xi’an 710000, China)

Abstract: To solve the problems of insufficient accuracy and low detection efficiency in existing detection methods of
electricity theft in smart grids, a CAES-LSTM detection model combining convolutional auto-encoders (CAEs) with long
short-term memory networks (LSTM) is proposed. The model conducts two-dimensional conversion to power data,
designs the encoder structure by analyzing the characteristics of data set, and reconstructs the two-dimensional space
characteristics of the electricity data using pooling layers, down and up sampling layers. It adds Gaussian noise to
improve its robustness, and builds long short-term memory networks to learn the global characteristics. Finally,
spatial-temporal characteristics are fused to detect energy thieves, and parameter tuning is performed. Based on the public
available real data set of the State Grid, the CAES-LSTM model is optimal in the value of mean average prediction and
area under curve, by comparing the CAEs-LSTM model with support vector machines, the LSTM model, and wide and
deep convolutional neural networks. Simulation experiments show that the theft detection method based on the
CAEs-LSTM model has higher detection efficiency and accuracy.
This work is supported by the National Natural Science Foundation of China (No. 61873277).
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Fig. 1 Structure of convolutional auto-encoders

N = BB S R IS OC R W] LR 1R 2 —
ANGRSIEAE, I MU R T TR A X R F
B R y o MRS RS Z RS A T



-120 - CEEE R R

MEERE . W T R MRAEA XS, £ H
) Y B 2% 2 I HR 22 A D — AN 0 R d Y 1) B
z=g[f(x)]-

X B Bt 2 A5 AL BT A, RT DAAS B H AR R
M E S, WEREmigas. HEZEE
SN LB R, MR A bl s %42
BHABIHE . MECLECRIEE .

B AR E 0 BB SRR TR BN R0 B 2 AT
MR B TAR )RR . BRI B, VIt k &
B, BMEREZEBE—MiEDb, SHA X &R
Ja Bk MFIEE h, AR N

h* = o(x *W* +b*) (1)
A 7 NBHEE: o NEUEREL RRIA
JELEEN 2 hORNG — R SRR SR BRI .

WAL ZE N B GRERE IR, 22— TR
AR, WEEPE TN ERZEZE. i E R
FEATRAEIL RS, DRI R, b %2
B, SCIRELE, AR —E R Bk R A
IR -

Zeit 2 )2 S NG SO AL IS F2 5 49 2 RFE
h', Xt h' JFEATHRHEER), VRSB, AR Box
RS FRZ A R 2 ) S 305 i B B — — X
R, NXPREER . B RS IE Stz P K
FHEE) ERFER,  H BRI R 3 5K/

ok AR B h 5 35O B B AL 1 i B AT
B, PR IR, RENEmE ¢, mIL
133

y'=o(Q. h' *W" +c) 2

AR BN X I EARHE y o PO ARRLEE °]

PLIE I 5E A 2R R A L SRR

Zn:(xi - yi)2
L=t ——— @3)
HIRERRA
RE = Z(Xi - Yi)2 (4)

1.2 KIGHAIT L LR

N T RV FF ARG I B S R, 4R
KATHHEAL I . KRR P AT BN R
ACAZ AR B, AR 22 4 0
FEf) L, LSTM Rl D46 R0 BB £
SRR IS B 7RI AR R I
AR L IR, R R T S
U4 24025281,

54 LSTM 2L sk RGehib, 1E45/

JEHE T 260, BT B AT A AR
I SRJE AR S SE RN R — A e,
IR TT ] DA e B LA Rl B MR, A

i 2 fios.
@ @

@

®

2 LSTM T4
Fig. 2 Structure of LSTM unit
‘B 3 AT IFRNEETT T TR ),
RGBSk, RS LT A AT HEHE .

SRR
ft :O-(va ‘[ht—l'xt]—’_bf) (5)
LTPNEE
it ZO-(\Ni .[ht—l'xt]+bi)
&= tanh(W, [, x]+bc) (6)
C,=1*C_ +i *(?fo
LR

o, =c(W,[h_,, x]+b,) "

h, =0, *tanh(C,)
e x RN AN h RoRITEE )
FagsCRAS s h v C,y 20 IZRIRHT— IR [A] A5 (1) Be e
REMBTORSE; CORRMEEI R TTRE; i f,
Hlo, 7 MRARKINT T BRI TS HTT; WL bor
MR EAMEZE; o Kol THAES 0SR20,
Rl sigmoid.

2 FEHBEE

N R S R FAR R, AR SR
—FhIET CAEs-LSTM (K 57 i e R A i A
A, W 3 TR, AR VR AR A SRR
HH B R R R R R, DRI R
2.1 BIEE

T WIS AT A, BRARRERE
WO SERR H A Bl . s 5 B A T UL
Wi, A SR FH R £E 4 2 ok H E 5K HL W (SGCC)
RATHIEAGEE, BARFREME N 1R 1R, XL
Hes 2 E R R SRR, S AREHIE
A 5. RS T 42372 MNP
2014 4£ 1 A 1 HZE 2016 4F 10 A 31 H3L 1036 K4%F



ALY, L

RITRERESGTH Bt Hrp ks - #i o 38 767,
L DI 3615, K 1 45t TR MIITE B

JRAGEER S

B Tt b

| LSTMI TSI \ | CAEs % ASHERIN \

FHIERR

AL A T AR

E 3 ARRERBEENRE
Fig. 3 Process of abnormal user power consumption
mode detection

=1 HEERER
Table 1 Metadata information

JEtE H
H A 1) B 2014 451 A 1 H—2016 4 10 A 31 H
TH 2 S 42372
IEH P #oE 38 767
VAL R 3615

IR EATYIE WSS, RBIEH A
LG WRAE H s i dh EAFEZE R, H e £ b
TANEBr R s, TR F i H s B AR
Fo%, HIEIWRE H e SR B sh i s, HLR
T AIREFEE — R IERE H IR, W 4
Fi7R o
2.2 BURTIALIE
2.2.1 G ARAE A3

HTHRRME. REARE. 667 AR
RREEF, FIRERENSIREFTEESER, 7

ian mind | Xo(k) B Xj (k) | +p maXVj max., | Xo(k) - Xj (k) |

—FiE T CAEs-LSTM @l 5 () 53 A g 7% - 121 -
CiWakel
100 F = {E ]
= 80
=
= 60
2 40
20 s SN
,,,,,,,, S NP N i w\‘%»v e S
0 ¥
0 5 10 15 20 25 30 35

E 4 EERFRFEDTHE H AR
Fig. 4 Daily electricity data of normal user and electricity thief

B A b IR B R SRAR o A ST AR 28k v
RO T REMBRIAELUL 0fH, Wik 2 s, ik
FONHHTH PR R AT HOS BAT R R . 248
T, Bk FEEPLESERRF Y 30%~40%, T 0
B FEEEAE 0 18 5 BAATHCN 10%~20%H) 51
XRIEAE B RFE R LUK, BRI B S sk R Hs
BEAT LB
R 2 BURSEBRK(ER 0 HEEHI
Table 2 Lack and 0 value ratio in dataset

HEME FRRIIEL 0 fi51%k
<0.1 304 107
0.1~0.2 0 927
0.2~0.3 146 1
0.3~0.4 421 0
0.4~0.5 161 0
0.5~0.6 1 0

e ERE B Z I, TSR
KA 30 M P, F 3w SCh SRR EdE , i
BRAZFH o o AR B R B, T K 8 DR K
SIHTI K AR SRR IEAN TV EIEATIE B S, 1531
AL R B AT AN . B R B4R £ D=
Do XL x 3 X RORFEEAR L 8 H S Bl 52
B, BASLE X A m AR, KRN X = (%),
X (2),L ,x,(m)),i=0,LL ,n, PHEREA] K (o
PRET RN

m
GRC(x,(p), x;(p)) =

@)

| X,(P) = X () | +pmax,; max., | X, (k) —x;(k)

XA i,j=0LL ,n;: k,p=0,LL ,m;: p FxElk
I —AMREE; %, (p) o SL i x, HAFAE p AbI1E .
%, () — X, (p) TR NS5 x, Al x, FEAFAE p AbHUE
(2248, HoA = T R S e I R, 38 )7 i A s3]
T RHIE k FFREM, SREHHHEIXA 5525106
X, B A ZE A 1) de /M DA R e KB

Xof FERAT AN R — 51, e BB MR H

HRARAENAT, FIRKATIE, KEFRAT XS R
UHTHFMEAEARREE, Gt 4T FIAHARTT S & 5
FIRIEE, AN S I PSR, LA
REEHN B S AFAE—RiE O EH
IS 4 AR AR N GR IAR,  IHI 3 R 46 R A R A4
I FEHME AR AR L R AR -

XHRE 10 ZIREBEAT A G ORI A, 75 31K
ORIRAE R, 3 SQIPRHE R o [ SR AR K b K 21/



-122 - CEEE R R

Feo JFERANRG . HEFP AT 5 5108 534N %
PEf R R, KX 5 FIAE N KT SRR s

UIZREF AR R PSR TN Sk A, 385 T AR SRR AR
BEATIEAN, ALBERIREANE 5 TR

=== ————ym——————q———————q——————
| mFRAl | ARiEs ESIng | ] AL
b, | b D, | ] = = =
D, D, D - i Litl iz
E e : e L] D, D, | b,
Dy, - - AT D - -
- o Dy T >
D:, D.i.m D_s Din Ds.nl DS_H
; —_— —_— I}M D}‘J‘*] D}twl
— D?_”L - DIDF - Dm.
DE Da.m DS 2
- _ D\).m -
10, - DIO,F
(a) LEREEAT
D],F DIJ+1 Dl.i+2
Dz‘. Dlnl DZJ+
[ } r——-—"""777 1 D, Dot Don s
| |
o | <[ | KRB | <G b, | b | D,
| ! 2
o ! o ! Dﬂ.ﬂ DS.I 1 D&lf
Dll}.F D s 1 DI(!.HZ
(b)) {8 IR A BT R AR B AL, &
& 5 GRE(EEANRIZ
Fig. 5 Process of missing value imputation
2.2.2 S fEALE I ) foe/IME A B KA

XTI REREEE, RIS IE 0L T 2 L e
B @SBRI ME, IR e T SEBR A i
PRrER I, HEFENETH, HEgaiigig
i, T RGZE B 7 81— FRK T R AR i DR AL AR AR i /)
B, BVESRER. B R PRAURAL iz A e Re, X T
K, ASCRH =P AL N T R, W]
KN

() :{avg(x)+2-std(x), X, > avg(x) + 2 -std(x)
X, A
)

A, avg(x) Hstd(x) 2 s 2T 51 o H A7 e L
i B AR ZE
2.2.3 HflsH—4k

FH T4 280 DX 248 6 AN [] PR a0 ARk, 7 X
AR IEAT A — Ak F B E— 0T i /- KA
—fk, PIERINA

f0g)= max(x) —min(x)

T, min(x) A1 max(x) 73 A& s 2 FiT i H 4 A

X; —min(x) (10)

A5, BEALICES 73 1 H - A0 353k 35
R EVEAEHEAT 734, Il 6 s, AT AR A 2,
HL 7 G M) g e e S PR AR e

LO = IiEFHFM1

e
0.8 177 heamn

0.6

ARG T R

0.4

I

0.2

E 6 JI3—LEEFERFPME NG WA A BEEE
Fig. 6 Daily electricity data of normal users and electricity
thieves after normalization

2.3 £F CAEs-LSTM RUR & 1&8!
TEARSCH, BA E a2 ALK 1A E A7 9 25 4
H AR T /I, BREEHIE W 7 Bos.
AR M, IEE SR RS
HHH B ERAENZESE. &P H B EEEYE
£ FRIUN—YERT 8] 75, A SORERE A2 515 2



T, L

—FhEET CAES-LSTM filt A 15 7 (1) 5 B RS 30) 7792

- 123 -

() — 20 B X =X, %, L, X055 135 1036 4, 1E A
LSTM MIZEHIHIN o« A SRS HZ /) LSTM 3E1 T4
FEHREL, ik LSTM 22 >] 4 5 i vh a2 i

AL, B Rt By =[y,, VoL o Ve, s 35 64 ZEM
B

» Ity — i H Al e
Ji 4 LSTM > DropOut=0.3 P I} 4L ) i
Conv2D ConvZD 0
3 ¥ g Dense (» DropQOut=0.5
Maxpool Upsample
- ) MR
Tt v v
Conv2D Conv2D
P “E[ARFIE (]
v v
Maxpool Upsample
v v
Conv2D Conv2D
v v
Maxpool Upsample

7 CAEs-LSTM R AHRBILEH)
Fig. 7 Hybrid structure of CAES-LSTM

P P R Bt Bk T S O, D 1 S G
SR AR H g s £ Jo 301 1 R s 1]
PE, ASCRAGBIE AN B st as . KB dh—4E
CEA AR /g ik P (EVSE e A SR TTEE A1)
BN N T SR E i s iz A Ve REAN SR,
GREVNINEAETE S INGE I

PR SRR n REGA R, A
RIGHEEA X, i=L2L ,n, BT X A X =
X, + Xoorgom » 3L X o AEME N 0, BRIEZEN 0.3 1)
e R o SO T HL B R X et ORI N 7

16@3%3

iy N e

2x2

HURERE, 1F &R E didas 2T 2D BRZ R .

FEGM B, B E MG E A H =21 2D
RN, AR ERER G R RE AR
BB 16 %, BKRIXMBRE, TR
I PR P RHIE R R, ASCERUB KON 2 1t
Wz, HoREME=JZE A4 8%, PK3Ix3H
BRE, NPy 2 itz . i
GRS S EE WK 8 Frx. ASCRH
Relu i A AL, S 200 A IRFIE T e T 4% 2 64
R AEERER .

I/
Y/
//

3

8@3x3

S

S hiRe

[El 8 &R B AL 3R AT LEH
Fig. 8 Structure of the encoding section of CAEs

FERISEN BL, 8IS 2 ARG ARE A LRk
JE5E M AR E G5 5 SR HUN — 24 ] B s
PR TR o B, 20 R B 1R 22 TB) RS [
AEATRE G o O 7 S R SR I PRI A 2 [R]

FHIE, ASCRAGT E ihtas AL RPRHIEE RS —
AR Z ST TR b, M R EEA LSTM
I BEE R T B RS — B AR B EE IR R X B
ERIE, FT AN ASCAE ] Bk S S R



-124 - €& REP B A

RO A HR R AR R e ZE AR, ATROR N
1 N
Loss = _ﬁz Yirve |Og ypre + (1_ ytrue) ’ IOg(l— ypre) (11)

A NFRHP RSy, WFEARESARZE: Y,
NRGER . BIISHARAL R FHBEAURE T B
HAT NG B L R
2. 4 N IEFR
2.4.1 AUC

AUC TENLAR 5 ) S o — P B PPl FE s
TP 25 ERA T . AUC #5E SN ROC
4N HALBREF R AR, T ROC #i&A —AME
U EREE s IR AR P B URE A A R A AR AL
ROC £k i AMRFFAAS . AESEPRN A, &% 4
MMBAREERBA IS, T ROC #hZkIEAn] LA
TREFES A frm 2 hl it 28550 . [Rltk, AUC dE
W38 FH AR SIS 1 RE SR A

AUC B %5 T Bl Lz B 10 FH A A HE 44 = T Bl
WLIE BRI B PERE AR 2R, FLAE R SRR PE Re R T
HitH AN

M x (M +1
B Zinsi cpositiveclass Fankin, _% (12)
Aue = M x N

N by, RN T FFEAR RS (BERS0 ANE
KHE, HEESS rank M7 E); My N 435112 IEAEAA
FFEAR AL Zinsieposmvedass Fom RACIEFEAR TP
Sk,
2.4.2 MAP

ASCAT S350k B R i A5 B R A 8
BRI TR 2 5 AR bR St A T HE Y, A
RN AR IHT K DMFREERIEAPERE, FTRRN

MAP@K = % (13)

A n ORI HER 5 BT K S
HJGIRECE: r,i=12L ,n N I5IIRTEHET

SiCIVAKEISH
3 XWEHERZR

AL IR, A SR ¥ CAES-
LSTM BRI Rtk SE0 AR /N IR g5 2 LA
Python 3.7 SZHLIY), 3T Keras SZBL 758 E gl 2%
A S HC A2 0 25 il 5 (R 24 o
3.1 MREREIE

N T WAEASCRR 1 U5k e, K S S0
AL, LSTM FIFEIR G AR R P2HEAT LA

SCHFEENL: SVM I 3k B B AL 7 B
[P |32 E s e TP S WSS 4 i L
WAER— AR SR BT %, N T3 A JERIRA
oV ENR B VEAT R o

LSTM: F:-T-7EALBR I 7] e 51 Kt b 75 g
TR IEANEIZ RS, LSTM FHH TR NN R4
RSB S A

R R (wide_deep_ CNN):  FEF- 32k
[241 P4 e 1) BE R PG AR R, 72 b g Bt 4R
EHAEF I RIBOR .

R 3ANAA AL IS ECE G L.

R 3 WHEXESHRE
Table 3 Comparison of experiment parameter setting
T3 Bt 24
PIZERELT GINI 241

SVM R4 1 4
(RBF): 0.0005
LSTM JR4E 1 48R FeiBUZ$0: 64
) LRZ: 33
wide_deep_ . . N
2 YEFFHEE BRHALE: 3>3
CNN

EELFETIT: 64

ARy T AE RN R BT SLL, K4 N
FEH Y CAES-LSTM #5281 5 HAthksr il 77 22 ) M RE Lt
o AR AT 1T INZRE s LB 50%. 60%-
70%f1 80% M 4 ZHsL3, FEidk T AUC DL
MAP@100 £l MAP@200 f1E

4 CAEs-LSTM iERI S HAh 7 RAVMERELLR
Table 4 Performance comparison of CAEs-LSTM model and other schedules

0.5 0.6 0.7 0.8
B AUC MAP@100 MAP@200 AUC MAP@100 MAP@200 AUC MAP@100 MAP@200 AUC MAP@100 MAP@200
SVM 0.6943  0.6562 0.5588 0.7109  0.6877 05761  0.6998  0.6911 0.5701 0.7234 0.7191 0.5907
wide_deep_
CNN 0.7626  0.9321 0.9090 0.7723  0.9281 0.8979  0.7764  0.9287 0.8971 0.7813 0.9428 0.9051
LSTM 0.7469  0.9010 0.8701 0.7560  0.8752 0.8501 0.7548  0.8752 0.8501 0.7603 0.8863 0.8633
CAEs-LSTM 0.7728  0.9849 0.9499 0.7829  0.9801 0.9491  0.7899  0.9829 0.9533 0.7911 0.9737 0.9271

MR ATTLLEH, ASCIRH FIBTLE 3 HigFs
FJET SVM. LSTM DL 55 R FE B AR AR . 4 51

FHEIEH, I A 60%], AUC $5FRriA %] 78%,
MAP $5¥riA %] 98%, IX K B CAES-LSTM #7152


https://baike.baidu.com/item/ROC%E6%9B%B2%E7%BA%BF/775606
https://baike.baidu.com/item/ROC%E6%9B%B2%E7%BA%BF/775606
https://baike.baidu.com/item/%E5%9D%90%E6%A0%87%E8%BD%B4/9763108
https://baike.baidu.com/item/%E9%9D%A2%E7%A7%AF/100551

HOTLLL, S —FhET CAES-LSTM il &R Y (1 B3 FLRS: TN 7 vk - 125 -
ﬁ‘ﬁﬁﬁ? o Result
MAP FEAR B R WK 9 Fn, 455R%EH, 09| 4
- N - N — :.’o-o" % . at e
FHEG T AR, AR SCHE H R Bk B BT 75 22 & ‘JWW
S 215 Ao 3 0.8
AR T D g S
= 07 /
<< )
10 Result = M e deen O
. 06 / -:-LS'l.\4 e
0.9 :.",M ; ,\(3‘,&.“.\«,‘% A M S ! os ,./ CAEs-LSTM
g o8 ; * MW; i 0 20 40 60 80 100 120 140
g) ¢ ;/. Epoch
< 07 .,“' (b) MAP@200
I
-+- wide_deep_CNN
- Vf"’ wLSTM 10 70%3IZREE T MAP iR & Rxftt
0.5 2 Fig. 10 Comparison of MAP with 70% training ratio

0 20 40 60 80 100 120 140
Epoch
(a) MAP@100

Result
0.9 +
A0 it eSS s
4 ; :
o 08 ’/.“"J §
= ]
rat + f
@ 0.7 &
= 0
5 /
0.6 / -e-wide_deep CNN
L -+-LSTM
05 L4 CAEs-LSTM
0 20 40 60 80 100 120 140
Epoch
(b) MAP@200

B9 60%IIZKEL T MAP UK 25 R3TEL
Fig. 9 Comparison of MAP with 60% training ratio

LR 60%I, ASCEIAFHAL T LSTM,
AUC 25 2.5%, MAP@100 A1 MAP@200 {4
Sy R EPET 11.5%H0 10%; FHA T 98 1R FE B AR A
A4, AUC {45 1%/4 47, MAP@100 Al MAP@200
820 S E I 6%F1 5%. R, AR HAT
PRGBS o AR SCRTEZ AN NGREG R HET T 5258,
W& 10 fios.

gERRW, FEARMINGL T, AT R
I R e 14k

Result
1.0
0.9 ,'l".-‘up‘."l"‘ tha & pleat N ‘W
T S ol M oA ORI RANA IR
= .‘l j, ¢
S 08 ¢
® T
S o7 /
= !
-+-wide deep CNN
0-6 -+~ LSTM
CAEs-LSTM
0.5
0 20 40 60 80 100 120 140
Epoch
(a) MAP@100

3.2 SHAM

R T AEASCHE AR R IA BT A OR, G EA
I SHGAT T Ak, TS H TS
g,
3.2.1 LSTM i fi%k

LSTM (1715 SRR BRI E s 2 on i 4,
REFH B, BRESEEN KN g
R T RN G SAAEN G K,
By DA B 5% 225 25 1) fBE, AR SO R R T AN O B
SRR T BocECh 32, 64 A 128 K, Wi
11 FroR o

TENNZREE N 60%1 - AT 505, 25 R,
Bl 2 e 2 e EUN 64 I IA BB I 45 5

078 Result
0.76 A"‘JHJW v W.g .
‘ 7 ’ fin A My
A A S VA, s
0.74 SRR
v .
o 0.72 \ 'l \'\c'\{'\f"
< 070
0.68 - 32
i .- 64
0.66+ * 128
0 20 40 60 80 100 120
Epoch
(a) AUC
Result
N . PRt R Pt ) Y ot B
0.95 ARV M e P L b Y i BT
A Y e (W
090 [ .f
2 085 j’ \,\/’
'St@j 0.80
S 075 2
070 | 6t
0.650 4 128
0 20 40 60 80 100 120

Epoch
(b) MAP@100



-126 - ® A EREP B EH
0.95 Result Result
L2 {/. W ‘ar\-“"ﬁ-"ﬂ "{\ ;:?ll( '5.___\‘
p‘\‘.\_‘ .—IAw %/ A AL

0.90 - 4 i m y N 0o
S 085 J
"% 0.80 [ g o8 ’i
s 075 < /

—-— 32 < 2
0.70 o S 07 /
0.65 |1 128
0 20 40 60 80 100 120 0.6 :“Ex o
Epoch 128 64 32
(c) MAP@200 0 5 10 15 20 25 30
Epoch
1 1 LSTM ‘Eﬁﬂq ﬂr] lC) MAP@ZOO
Fig. 11 Influence of LSTM neuron number
. & 12 LSTM EHHEMm
3.22LST™M R4 ) . ) Fig. 12 Influence of LSTM layers
LSTM f)JZ 00 eI M R BRI, XS .
4 5iE

FrBU AN AL B AR AR . SR A T
I LSTM ZHsl &, 2RISR 12 Bk

ZRRN], T REAE NIRRT 2 59 RRL
R, SR 2, 8RR S R R 2
FEHEMBUESHIUR, FEE, LR
K. Ik, EFFRJRE LSTM RERUS R ()
B

Result

0.78
0.76 -

0.74

0.72
8]
=
< 070
0.68
—n— 64
0.66 —e- 128 64
0.64 128 64 32
0 5 10 15 20 25 30
Epoch
(a) AUC
Result
1.0f
NG 2
/-‘/\,(*-\‘J"( \p--.\‘f \w‘ ’.-—-—1’ ‘.
091 ~ -
‘-J':ﬁ{"
g o8|/
) /
S L
s 0.7
0.6 —— 64
-+- 128 64
128_64 32
4] 5 10 15 20 25 30
Epoch
(b) MAP@ 100

ARICHEH T —Fl CAES-LSTM FERSRAS I G

FEL X e B 5 AT g, A R 5 R R AT R R S

T LRHT 7SR, FESRRMEAEBERT B, AT T

BT IR ORI M K AR A& T715, F5KiR

PR AR AL . HSER Rl A — Lt

AT R RS, A SCAEUIZRBT BOIN 1 e 7

L DR AL PUMRRE ST AR SR TTdE

&WﬂM&LHM@iEw%FW Wi — T b

BORHERITNE, ERAUTHME: —RIESHK

R DL E B FRIURAAE, 1 Al K 2 L 4 7 2R A%

FCDAR R FE EAOR T F TRk Rl —=2iRE

BERIZES T CAEs M1 LSTM ML A5, ml& IRARFAIE RE

B R AEBOE AR A e, TR G AE B FEURS: DN PR 080

e ERERIULARF I RCR, A SCHIRR L m] T

T AT

S 3CHk

[1] BISWAL M, DASH P K. Measurement and classification
of simultaneous power signal patterns with an S-transform
variant and fuzzy decision tree[J]. IEEE Transactions on
Industrial Informatics, 2012, 9(4): 1819-1827.

[2] GLAUNER P, MEIRA J A, VALTCHEV P, et al. The
challenge of non-technical loss detection using artificial
intelligence: a survey[J]. arXiv preprint arXiv: 1606.
00626, 2016.

[3] MISHRAS K, TRIPATHY L N. A critical fault detection
analysis & fault time in a UPFC transmission line[J].
Protection and Control of Modern Power Systems, 2019,
4(1): 24-33.

[4] ANGELOS E W S, SAAVEDRA O R, CORTES O A C,
et al. Detection and identification of abnormalities in

customer consumptions in power distribution systems[J].
IEEE Transactions on Power Delivery, 2011, 26(4):



ALY, L

— AT CAEs-LSTM Rl &5 454 1 B3 FELGLIN 77 V5

- 127 -

2436-2442.

(6] WBriE#E, Aarah, FBEER, 4. 5% H e mke il 7y i
PR S5 R[], B RS B3I, 2018, 42(17): 189-199
CHEN Qixin, ZHENG Kedi, KANG Chongging, et al.
Detection methods of abnormal electricity consumption
behaviors: review and prospect[J]. Automation of Electric
Power Systems, 2018, 42(17): 189-199.

[6] KOSEK A M. Contextual anomaly detection for cyber-
physical security in smart grids based on an artificial
neural network model[C] // 2016 Joint Workshop on
Cyber-Physical Security and Resilience in Smart Grids
(CPSR-SG), April 12-13, 2016, Vienna, Austria: 1-6.

[7] JIANG R, LU R, WANG YV, et al. Energy-theft detection
issues for advanced metering infrastructure in smart
grid[J]. Tsinghua Science and Technology, 2014, 19(2):
105-120.

(8] W3CER, M, A, & FET AdaBoost fEM(AEIH

TR ). )RGS54, 2020, 48(19):
151-159.
YOU Wenxia, SHEN Kun, YANG Nan, et al. Research
on electricity theft detection based on AdaBoost ensemble
learning[J]. Power System Protection and Control, 2020,
48(19): 151-159.

(9] Z=iF. T ol PSO-PFCM SRS BV i 71 KM 5+
A TN B RGRY 5, 2021, 49(18):
161-166.

LI Qing. Power big data anomaly detection method based
on an improved PSO-PFCM clustering algorithm[J]. Power
System Protection and Control, 2021, 49(18): 161-166.

[10] NAGI J, YAP K S, TIONG S K, et al. Nontechnical loss
detection for metered customers in power utility using
support vector machines[J]. IEEE Transactions on Power
Delivery, 2009, 25(2): 1162-1171.

[11] DEPURU S S S R, WANG L, DEVABHAKTUNI V.
Support vector machine based data classification for
detection of electricity theft[C] // 2011 IEEE/PES Power
Systems Conference and Exposition, March 20-23, 2011,
Phoenix, AZ, USA: 1-8.

[12] NAGI J, YAP K S, TIONG S K, et al. Improving
SVM-based nontechnical loss detection in power utility
using the fuzzy inference system[J]. IEEE Transactions
on Power Delivery, 2011, 26(2): 1284-1285.

[13] ESMALIFALAK M, LIU L, NGUYEN N, et al. Detecting
stealthy false data injection using machine learning in
smart grid[J]. IEEE Systems Journal, 2014, 11(3):
1644-1652.

[14] ALVES H, BRETAS A S, BRETAS N G. Smart grids
cyber-attack defense: a solution based on an incremental
learning support vector machine[C] // 2019 North
American Power Symposium (NAPS), October 13-15,
2019, Wichita, KS, USA.

[15] JOKAR P, ARIANPOO N, LEUNG V C M. Electricity
theft detection in AMI using customers’ consumption
patterns[J]. IEEE Transactions on Smart Grid, 2015, 7(1):
216-226.

(16] BRI, Z3E, BRate. 2T 2o XGBoost YL

AR G AT VA R RGRY S, 2021
49(23): 178-186.
CHEN Gang, LI Deying, CHEN Xixiang. Detection method
of electricity theft with low false alarm rate based on an
XGBoost model[J]. Power System Protection and
Control, 2021, 49(23): 178-186.

[17] KOCAMAN B, TUMEN V. Detection of electricity theft
using data processing and LSTM method in distribution
systems[J]. Sadhana, 2020, 45(1): 1-10.

[18] ADIL M, JAVAID N, QASIM U, et al. LSTM and
bat-based RUSBoost approach for electricity theft
detection[J]. Applied Sciences, 2020, 10(12).

[19] TIAN C, MA J, ZHANG C, et al. A deep neural network
model for short-term load forecast based on long short-term
memory network and convolutional neural network[J].
Energies, 2018, 11(12).

[20] MUNAWAR S, ASIF M, KABIR B, et al. Electricity theft
detection in smart meters using a hybrid bi-directional
GRU bi-directional LSTM model[C] // Conference on
Complex, Intelligent, and Software Intensive Systems,
2021, Springer, Cham: 297-308.

[21] LI S, HAN Y, YAO X, et al. Electricity theft detection in
power grids with deep learning and random forests[J].
Journal of Electrical and Computer Engineering, 2019,
2019.

[22] ZHENG Z, YANG Y, NIU X, et al. Wide and deep
convolutional neural networks for electricity-theft
detection to secure smart grids[J]. IEEE Transactions on
Industrial Informatics, 2017, 14(4): 1606-1615.

[23] HASAN M, TOMA R N, NAHID A A, et al. Electricity
theft detection in smart grid systems: a CNN-LSTM
based approach[J]. Energies, 2019, 12(17).

[24] COLAK I, SAGIROGLU S, FULLI G, et al. A survey on
the critical issues in smart grid technologies[J]. Renewable
and Sustainable Energy Reviews, 2016, 54: 396-405.

[256] CHANG Z, ZHANG Y, CHEN W. Electricity price
prediction based on hybrid model of Adam optimized
LSTM neural network and wavelet transform[J]. Energy,
2019, 187.

[26] LE T, VO M T, VO B, et al. Improving electric energy
consumption prediction using CNN and Bi-LSTMIJ].
Applied Sciences, 2019, 9(20).

ks HER: 2021-12-04; {EE BHE: 2022-02-27
(E=TORIE

T2 (19687), ko, WE, #ik, LRHRITAA
B LR ERTAAKIE, T ERERERE AR AR
A7) a2 A ;. E-mail: 1430315357@qq.com

BB (1997—), B, @fstk%, M+, LE2HATR
AR ARG E LR, RAF AR FA&NM. Email
2867836467@q0.com

(%h#E 5 A


https://ieeexplore.ieee.org/xpl/conhome/8974143/proceeding

