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A detection method of electricity theft behavior based on an SE-CNN model

XIA Rui, GAO Yunpeng, ZHU Yanging, OUYANG Bo, WU Cong
(College of Electrical and Information Engineering, Hunan University, Changsha 410082, China)

Abstract: There is a problem that the existing electricity theft detection of traditional power grids only uses a single
amount of electricity and the detection accuracy is low under the actual dataset. Thus a method of electricity theft
behavior detection based on a channel attention network improved convolutional neural network model is proposed. First,
a multi-source data fusion electricity theft evaluation index system is established. This includes the trend of electricity
consumption, the growth rate of line loss, and the terminal alarm, so as to construct the user's electricity consumption
feature set. Then, the convolutional neural network (CNN) model is optimized based on the channel attention squeeze and
excitation networks (SENet). Thus an electricity theft detection method based on an improved CNN model of the adaptive
channel attention network is constructed. Finally, the dataset of the China Southern Power Grid is used to verify the
validity and accuracy of the proposed method. Actual measurement results show that the proposed method can effectively
realize the accurate detection of various electricity theft behaviors in the actual power grid situation, and the established
evaluation index system can more clearly characterize the electricity theft behavior rules. The constructed electricity theft
detection model can adaptively adjust the importance of feature channels to improve channel utilization. Compared with
existing detection methods, it has higher accuracy and better generalization ability.
This work is supported by the National Natural Science Foundation of China (No. 51777061).
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Fig. 1 Electricity theft evaluation index system
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Fig. 2 Topological diagram of supply lines and users
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HHUZAN CNN fiZ gL, H—41 74T
REAIE Pl (Feature Map)2H i, 183t 4543 (convolution
kernel) X 41 N\ ¢ AF B30 AT 46 A7 12 545 214 H R AE
P, IZRRAE B BT e R Sl i [ NS R
BPAUE A B L= . HRUEH N

X =f (XX xki; +bj) (6)
A X WEEEE r 2 BRSSPI RE | AN
RHIER s b} FoR 58 1 E 48 j BRI R E : K
FoRGHE i MNFEEIEE I | MR TN
FRLRPE BT R K (— L ReLU %), DABR i %
EIPLG Re 1 SRR B

HALZH T CNN BRI B BRFAE 23 6], 9k
DTURFHIER, [FI R B FAT A E 2R, T
WO ESE LA BIE4ESCR, Uik iEg,
MR ER Az A BE 7. SEPr Bt AR —Fp R

[Erz




-120 - CEEE R R

RAFERAE, HERERERAMAL. HEA. BEHL
HALSE. CNN AP S A Rt A3 Ay i Rt A B39,
NPRAE T BRI R EZRFIE . FRRSHE, ASCK
PR HEAT TH S, FOR i N RFERI 2 9 4 148
T, A1 X o KA, Hmi it 508

Y j =, Max X . q (7)

(m,n)eR; ;

oty 0T 55 KAVHEE B R 7E S K
R, MR ALHI s X, FRHTRIXBR,

S F(mn) AT E
SER)ZR CNN R E — ML BT o
GICHHMT & RRE, HER N RIR A

O(x) =f(wx +b) (8)
b x O EEZ RN w BUEREFE: b

B,
2.2 BERNEEINF

FERHA] CNN- R85 B3 FaAT N REATAR NI, 77
FETEME R CNN IZERIR, XS {5 St
RO AERF L BB B, 72 CNN 2%
“YERT7, 7 ELEL B A AR R HERR L . HE AL
SR FH I TE 2 52 10 T N /0. SENet A5 %o
CNN SRAFFFIERIABEAT A R &, i CNN AR
ok kRe, HAE M WE 4 B,

Ix1xC F (W) 1xIxC
[0 ——" M

WA " F, H Focate(*,7)
— wW'—» 11’4’

X

el C
[ 4 SENet 58!
Fig. 4 SENet model

T I A R AE TR0 N33 = L
i, 2 R SOAMRIE R, Ha AT
EARTE S A4S . W X & rh s i AR T
IMIBAERE B, MOKS G B BT % S B
SR IR LA B BCA R FIBUE . 40P 4 Fros, SE Ak
(SENet & #) 3= £ 4 #5 £% [k (Squeeze) LA K 3 il
(Excitation) 9 MEAE , 715&E H AT Fo: X—U,
NN XERMW-C i Ue RPWC, SENet $2H!
PrEEAE, BB 4 Fo(), F—ANiETE EEEAS 73]
FREGRAS N — A2 R dFE, Hat & 0n
1 s
A—%M%waééwﬂn C))
A Z ARFEERAEAERME; ceE(1,C), C
NEFEREEESG W HARRRHERR S U G )

NGRS c BIEHEE i 1758 j SIRIME. . HrIEEE
VEAS 3 4 R IRERE, 8T 5 —Fpis SR HGEE
Z AR AR

WOURERAE 0 B (9 8 3R BUREAE I8 38 2 8] (1) FH ¢
PE, HLFRH PN 55— ] 2 3] 3 K8 8
MIAELRPER R B RS IR AR E R,
DR U VF 22 J@IEHRFAE, 1M3E one-hot B, #EUIEA
SCRHA sigmoid FEZHI T T4 ML 23— 4k J5 1AL
AR S N 10)r.

S =F,(Z,W)=0(9(Z,W)) =c(W,6(W,2)) (10)
A Wep ©0C woep € s Ho R
FEWOT BB ReLLU A1 sigmoid .. Ay FEAGAR T 43 24 B %
PIHZARE ), RSN EERER bottleneck
ghy, HAo s — FC i BIMR4EEH, BR4gERSr
NS E, BT ZENEZEN SEG BRAH
ReLU p& ¥ 35K H FC K S R IA 4L ; e
W2 2 B S A BIE AUE TR L U b 1R GRHRIE,
HAH SENet 25 5y

)%): Fscale(Uc’ Sc) = Sc ®Uc (ll)

Arhe RO=[Rp %L %] Ue RIS THEANE
EEMRIER; S RRBIEAUE; RFZEITEM
e, FIRFENEAE TG B o B WIS A E R AL
TS AR AR TR o) 5 8 T (1R R BE AT R RE T, Hh bk
A B ol P 36 7 (9 T ST
2.3 SE-CNN ZFEIT AN

N SEILGT AT N I HERRAS I, AR SCAEFH CNN
SR ] FF B G BRRAE, FFIIN T HIENER
ML SENet #He, #4%E Pl SE-CNN 53 4T
RTIRERY, HARTINESR AN &) 5 s i 22
H 2 NERZ RN 3% 3) 2 Mtk 2 (3L pool
1 249 3% 3, pool 2 2442 2). 1 )z SENet
R, 2 MR E LK 14 sigmoid B3 o () 5
H BB SE-CNIN RS G 1) HAR S H R 2 Fr

SE-CNN %j FRAT A IS A Sy A2 an ] 6 B
TN, B AENT AMI AR R TR BE FELERRAE 1 e 7 L R
G F PR E B AT TOAR B, P R A 1
EAEREEBE, AELbRER, FERTEREA
HE S TAE HAH LB ARG, AR ] BEIE BB 1)
R, TuEN R H s HRIER 14
SIS PP Fa A 3 M RIS 73 KB
B, FIH IR REURREE SRR, @i 2 )2
& BUZ Sith Ak 2 S I 18] 81 (0 S BERRAE , 1 £H
SENet HEHGHRFAE 4538 18 W AN [F AU LAY L 3
BV TR, JodE 3 MEIERT, BRI,

1) FEEERAE: R4 R i1k (global average
pooling)/ZH# — 4L AR RHIE K4 A 1x1x C K/



B &, % £ SE-CNN R K) 53 B aG il 7y 72 - 121 -
o )iUHsigmgidrﬂ #
77| o o)l
- - O
PR o
A NE . - . : :
. O
S FCJ22
Conv 2 pool 2 SENet z
.......... FCEL
Conv 1 pool 1

5 SE-CNN BiF 1T A MRS
Fig. 5 SE-CNN electricity theft behavior detection model

% 2 SE-CNN {REBHIGE
Table 2 SE-CNN model parameter setting

SRR SHE
BRUZ KA 3x3
#fL)Z pool 1 3x3
WAL)Z pool 2 2x2
SENet #H 1
K r 16
Dropout & 05
kS 1.0x10°5
R . Epochs=1000
Bt .
Batch_size=1

i AL FA
FFAEHEHL
5L ] e !
Bl o

BRAAR
FhE

Y

BIREE
145

FAE
{ T ]
6 SE-CNN FiE MR B LI AR E
Fig. 6 Experimental flow chart of SE-CNN
electricity theft detection model

FREE, 25 A RNl TE o R BRI 425
A2, B4 RE R

2) Wb lE: R 4ERE+ReLU R+ 4
B E A IE 2 [ A O, s — A aE 2
KRGETRRECH r(MAEN 16) 1) 1< LERZ 4
SR JE K ReLU BREGEAT AR LR MR I0E, PR A8 4
HBE WGBSR 2 R a8 e iE
sigmoid BREL I IHLHIZRTS 0~1 2 [ A —4k AL .,
FE R .

3) WA HRE: fHH Scale E40IH—4k 5 AL E
SHUMBLEN A EE FRAE L, BB R EE RS
Jih AR 2 3 B AN I8 IE A IEE S I U B R 4Ry

SE-CNN f H Fr il
B R 5 %
| sp.onN | AR

|

|

|

|

|

|

|

|

i

|

i ;mwmmi
|
|
|
|
|
|
|
|
|
|
|

?E;[:Hﬂf\a, Elj [gl 4 E’:J Fscale( 5 9*3%’“50

P E#RAERTiE SE R BETE R ER
O IEIEAFAE, M JCRCRFIE,  SEHLN JR A X e AT
HIE LR S, e B e R (R 5 P
FC JZ 1 fll FC |2 2)#4F 5 sigmoid 43 22845 H! 57 H
A7 R 2 2R

3 KB5S

USAIEA S BRI RO AR M, SR
i NIHA 64 £7 6 1% Intel Core i7-8750H
CPU@2.20 GHz, R >JHESE KA TensorFlow Al
Keras. 4= 3R F S B8 S me 77 F ) B 117 F R 24 )
SEBREE , ZEAR A N 2009 45 1 H 1 HZ 2014
12 A 31 HILit 6085 A~ AR B HE, %
i oy R IE B A G s, HLARA 57 AR (BT
HoA “17, IEWN “07 ). Hogid T 834 14,
AP 13.7%. iZZRFEAR S BN, B
TAAEBCA M B IAT AT, SR il ZR45 2 .
ASCRFHBENUE KA T, 18 & > B 5
RO, T BRER AR R R, TALER S A
AEHREVEARA W 3 Fr, HEH %010 291
A, GIHH 7 5040 A, U A EE 48.97%.

%3 TRIBERESEMBIRE
Table 3 Preprocessed dataset of SGC

e [i] IEH R P#0E o7 L SOEDaL (6-is
2009/01/01
5251(51.03%) 5040(48.97%) 10 291(100%)
2014/12/31

3.1 N eFRIDE

T 7 FEL I SRR AR 43 D A P R E
K, GIHRIA TN oo K . Al T
RIS, AR AREHEFEEATINE, HAnsk 4 fr
o WRIER 4 BNREFEREE XA 2 (Recal) Al Fy
18, Fraxs R (12) F =X (13).

ecall — TP (12)
T, + F
2T, (13)

F:—
LT+ R +F



-122 - CEEE R R

ROC(Receiver Operating Characteristic) i £ F
TRORIRIEFERE Fop AT, HKFR Z AN R R,
H% 4 ﬂ?%TPR =T/ +FR) Fr=R/T+F),
For JHIA A2 RN B 2 HLS2 bR 2 28 N S B0 S5 B
A SOREAECER Y EA, Ter 834 02 TN IE A H. 52 bR
RN EE 5 ITA LA B R E] .

x4 FRITHKNFRREER
Table 4 Confusion matrix in detection of electricity theft
i Iy B HUF Ay 18
SEBRe H P Fn(false negative)
SR A

Tr(true positive)

Fp(false positive) Tn(true negative)

AUC(Area Under ROC Curve) A it ROC 4k
TSR THARRA, ST Ee B & a8 11 2
PERE, AUC fEERCBRLTF, 4 AUC=1 I Y BRAE 432K
#5. AUC it Ch

R MM
Ziemu anki

- 2
A = o (14)

s Ry, AERFEA i (HEFE: M NIEFEARRA
e NOAFREARA L

P-4 K 7 4518 (Mean Average Precision, MAP)
TP RAG MPE RS . MAP@N 5 SCHTERT N /4
I PS5 g e R FH P o, RIS AR TR R0 D B HEU
FUHF RIS REY AR, RD

" P@k
MM@N::ZLi%gi (15)

A r ACRAERT N SR B foe e (1 P 53 FLH]
FUHECE: P@K E XA

P@Kz%— (16)

A Y, RORTERT K ANERSERE S L Hh IR R
AETE R P B K (1=1,2,3L ,r) B KK E,
AKICFF Map@100 F1 Map@200 1E 1M 4847 -
3.2 AXFELWS N

ARSCHEH SE-CNN G AT Gl 77 725 1 N I
BFE BB TR RS Iahr DL S B4R
b, T UG AR E . AR TR R A
T8RRIy, BEHLEEL 50%. 60%-. 70%LA K 80%
YENIZEREAS (RN 50%. 40%. 309% LA 2 20% %3
PERMREEA), IR AT 4 AR5, FETARTT
IEEA RN SR LL il i s i 25 ik 5 Fos.

FHE 5 Al %1, ASCHEHIET SE-CNN 3 HAT N
0 7 VAR AN [FI 2R 50000 Ee )R SR e At R
AL S, AUC HIEE] 0.999 L o 4l Rt Al

AR EL 511909 50% UL R I, Hiedfs S 30 PR A,
BRI PR i s 22 B A0 T HAR IR L], (H %
FUIZRECHE LL B R PP TEAR 2 RAHZAR A, HEA T
A2, DR AR SCh th 7 VR It R iz A PR e
AEIE F T AR SEBR I B A HE R 385
#* 5 SE-CNN 75 AHISEIR4ER
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Algorithm 1 SE-CNNZ%

WN: NS D={d\, do, -, dy}
W JRMEAE L=, b, -, 1)

#Data processing

1 Input_train = Input [0:Input./en * 80%)]
2 Lable_train = Input [0:Input./en * 80%)]

#Train
3 While (epoch ) do
4 len = input_train./en / batch_size
5 i=0
6 While (i !=len ) do
#Forward propagation
7 Output_train = Netword (Input_train[i * batch_size : (i + 1)* batch_size]
#Calculate the loss value
8 Loss = binary_crossentropy(Lable_train[i*batch_size : (i + 1) * batch_size], Output_train)
#Backward propagation
9 Loss.Backward
#Parameter update
10 Optimizer.step( )
11 i=i+1
12 End
13 epoch = epoch = 1
14 End
#Test

15 #ith: Output test = Network(Input [Lable.len * 80%:Input.len])

& 9 SE-CNN E:ARIfAKED
Fig. 9 Pseudo-code of SE-CNN algorithm
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Table 6 Results of different electrical theft detection methods

Y4558 LA (Training ratio) v 60%

PR Ar
XGboost SVM CART {RHER LM 125 ) 24 CNN
WiRrS
AUC 0.737 136 0.720 840 0.752 144 0.808 319 0.914 406 0.999 780
Recall 0.905 983 0.905 983 0.905 982 0.897 436 0.915 254 0.993 927
F1 0.861 293 0.861 292 0.861 293 0.901 221 0.912 398 0.993 9281
MAP@100 0.739 858 0.634 052 0.619 652 0.820 141 0.821 086 1
MAP@200 0.739 464 0.632 530 0.618 028 0.793 706 0.821 086 1
I 25503 A9l (Training ratio) v 80%
PR R AR
XGhoost SVM CART MR H LM 22 45 CNN
Jiik
AUC 0.865 385 0.766 484 0.809 066 0.810 440 0.901 631 0.999 695
Recall 0.881 356 0.881 356 0.881 356 0.881 356 0.932 203 0.994 172
F1 0.825 775 0.825 775 0.825 775 0.884 735 0.919 899 0.994 173
MAP@100 0.689 652 0.705 129 0.731 685 0.815 190 0.816 590 1
MAP@200 0.689 653 0.705 129 0.731 685 0.815 192 0.816 590 1
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Fig. 10 ROC curve of different methods
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