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Design and implementation of a DNP3 SAv5 secure architecture in a distribution network terminal
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Abstract: There are increasingly prominent communication security problems in distribution network terminals. Thus the
security technology requirements of a feeder remote terminal communication system are studied, and the security
architecture of a new feeder remote terminal unit (FRTU) is designed. It implements three-layer architecture of a
distributed network protocol (DNP3), highlighting application layer objects, variants, groups and security data application
classification. This paper focuses on the classification and modeling of FRTU security data, and gives the mapping from
FRTU data to the DNP3 security function. A protocol model that conforms to security authentication consistency is
designed to effectively solve the security vulnerability of the FRTU. Finally, through the authentication of an international
authority and security test, it is proved that security authentication (SAv5) meets the consistency standards such as
authentication and encryption. This provides a reference for the secure access of distribution network terminals.
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Table 5 Key corresponding relationship
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typedef struct
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BYTE
BYTE
WORD
BYTE
WORD
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byKeyStatus;
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typedef struct
{
BYTE byUserName[50];
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WORD wUserRole;
BYTE byOperation;
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WORD wUserNumber;
BYTE byUserEdit;
BYTE byUserValid;

HagDnpAuth_UserStatus, *tagPDnpAuth_UserStatus;
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typedef struct

{
DWORD dwNewCountValue;
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BYTE byEventTime[8];
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Fig. 9 Communication test environment

4.1 —EENR

BT BRI, @2 i PC2, w4
MR B Ge =TT BB P BATIA
IEE .

TR, S LALUR, RS KBRS
IRIRIAG . EFT IR . BT
SR 10

E 10 HARERIE
Fig. 10 Key interaction flow
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Fig. 11 Secondary authentication flow
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Fig. 12 User management flow
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ARSE

Distributed Network Protocol

Manufacturer : CYG SUNRI CO. LTD
Device Model : PRS-3351
dated August 20, 2021
Level Successfully Passed - Level 2
Testing House : ZASE
Date : August 27, 2021

Firmware Number : 331

13 JNIERE
Fig. 13 Certification report
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Fig. 14 Test process
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M SR H B 9 s BB PCL, &€
I DNP3 SAVS5 = 3l F1 4 3l B 5 M b1k % e o9 2% 3t 1P

2) A FNN R AT

iEit DNP3 SAVS FIFEAIREL, 454 wireshark
PMETH, WEIE P AHER P SERAME, #Ek
AR, AT 2 MNET . FEARTR SR
K 15 Fiors

15 HEARIRICIREN

Fig. 15 Sample message acquisition

3) #1451

T AU AAAT, PR AR Bk JR 48 T R )
R, I AR 5 g EdE, AR 5 G,
I MRAPAT M HE £ o

FEEPER, Sulley BA s HEEEE, W
s _static().s_binary(). s_random().s_byte(). s_int()~
s_word() f1 s_string() % . 8 i s_block_start() 1
s_block_end() m 46 F11 25 o F 1 i A

4) HuAT I H 4

PATAZ T F], O s e 7 O g

I PR R B D P 8 AR R R T SEE . JE IS

Sulley Hl#41E 24— BB IR, FRRAHGE R
R A, TR IR GE B IR AT o

Sulley WAR™ SOTARZIEF15 AR, Jeidf T

i ¥ 4 1k sessionssession() , i K £ i
sessions.connect(), #x /& sessions.fuzz().
5) J3 BRI

FFJa Sulley Ji & M i WARERE , FEAEERE A
W 16 s AR Fuzzing MiRis 47 id 2 b EI’J# i,
S A7 30N Log R, IR 23 B A0 A B B
ATEIE

& 16 MRERHERRE
Fig. 16 Sniffer process

¥4 DNP3fuzz.ph Wl FH 50N AR X 3 A1
PC1 sulley-master H3H, $ATHIAKT 2000 w113
17 dnp IRSSELRT, Wl 17 Pros.

6) 15 Bl

Fuzzing M JT4AT, Sulley Kik£xikigR, [F
B Sulley [ I 26 fh 28 25 AR EE I AT 1 388 45 H o
W, KA R E‘Jiﬂlﬂiﬁﬁﬁ%%ﬁﬁ PCAP 42 F .
— HEFE IS A WAL BB o R 5, E shii R
&, RVTFERE T, U\ﬁ‘ﬁ&tﬂ'gliiamﬁ’ﬂﬂﬂiﬁ%%,

SLENG 15 =PI A= A



% §&, & 70 DNP3 SAV5 )22 4 ZEMTENC M 2 i 1) BT 55 R

- 163 -

[05:15.491 starting target process
[ERR> Ervor starting RPC server?
[Error 21

=\serssulley\Desktopssulley—naster>python process_monitor.py —c C:\pcaps“test
.crash —p Modsim32.exe

[B5:26.56]1 Process Monitor PED-RPC server initia

[85:26.561 crash file: C:\pcaps\test.crash

[B5:26.561 # records: a

[85:26.561 proc name: HModsim32.exe

[85:26.561 log level:

[@5:26.56]1 awaiting requests

[65:27.161 updating target p name to ’Modsim32.exe’
[05:27.171 updating stop commands to: [’'taskkill sim "Modsim32.exe" —f'1
[05:27.17] updating start commands to: [’CiWsers\ssulley\\Desktopi\\Hodscan32\

7 looking for process name: Modsin32.exe
7 found match on pid 2872

v, E PID A 2872,
7 exiting

[65:27.221 done. target up and running, giving it 5 seconds to settle in.
[05:27.31] updating target process name to ’Modsin32.exe’
[65:27.311 updating stop commands to: [’taskkill /in "Modsin32.exe" —f'1

17 BUTHIAR
Fig. 17 Execute script

BRI 3 ML PCL web W] LLLIIE B fuzzy i
FERNGE RAEDL, BARQIE 18 from. AIK fuzzy #E7%
RRA TR S

18 MiKLER
Fig. 18 Test report
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Table 6 Statistical table of test results

Thfiehs ABEE EEAG RERG ERER/%
G120V1 200 101 99 495
G120v2 200 101 99 495
G120v3 200 101 99 495
G120v4 200 101 99 495
G120V5 200 102 98 495
G120v11 200 102 9% 495
G120v14 200 102 9% 495
G50V3 200 102 98 49.5

4.3 FREmR

BT —EERERIN S, X SAVS 2B
(12 4 @ AT IR 0 Hr, XS R e 4y Rtk
1T EI AR A
4.3.1 ThaeM it

TERFR SAVS 2 4RI SR MR CREE E R RiT
PR, FATISEAYGENNR, FHRES ARSI

1) IEHMA

Hit PC2 #EALEEYE, HKIEB AT A
FRTU, MK 19 %1, FRTU Uk3ldnd e, KikMmE
— R P 9aid. PhikT 105 Mo LE Rk 4 PC2.
Bedg PC2 HHATHMR N & T FRTU, &l i e
PATE MR . BARELE 19 H 1->2->3->4,

9;

DHP 3

WP 3.0

19 INIEHRI
Fig. 19 Authentication network message
2) R
Wi i S HALBGR CAIE (RSO T
G, FRTU B3] BRSO s, BT 5505/
PBENLEESAIE, Rt FRTU 3% [B1451% Error. @it
20 w1, FRTU iR[E Error Jfids HE, X 5]H
{1 J5 A B

on wire (832 bits), 104 bytes captured (832 bits) on interface @
nc_a8:00:03 (00:03:0:a8:00:03), Dst: LcfcHefe 6c:d@:32 (98:fa:9b:6c:de:32)
4, Src: 192.168.8.3, Dst: 192.168.0.100

n , Src Port: 20000, Dst Port: 64261, Seq: 2679, Ack: 1883, Len: 50
Network Protocol 3.8

k Layer, Len: 39, From: 20134, To: 1024, PRM, Unconfirmed User Data

Control: @xfa, Final, First(FIR, FIN, Sequence 58)

u
v Data Chunk: @
Data Chunk: fac683980078875b01170820b00000001
[Data Chunk length: 16]
0680 98 fa 9b 6c d@ 32 0@ 83 cO a8 @0 03 45 @0 12 -3

00 52 73 8b 40 00 40 @6 45 S5b c@ a8 00 03 c0 a8 Is-@@ E[
00 64 de 20 fb 05 58 bf 83 bb cd c2 55 d1 50 18  -dN - P

ea 60 Oc @0 @@ 0@ @5 64 27 44 0@ 04 a6 de fa bb d DN

fa c6 83 90 80 78 ©7 5b @1 17 60 2b 0@ 00 00 O1 x [

2f c3 @2 0@ 0@ @1 80 a7 1a 6b dc @@ 45 72 72 6f k
72 20 33 54 32 3a ea @ r 3T2:

& 20 EMIER
Fig. 20 Replay attack network message
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o 35 0 I A2 WA LR ol AR VRIS 1 St
17 ASDU Z., FRTU BB SR G, HTH
HE LRSS, P74 T IR MAC.
FRTU #U BB koG, 10l 2 1d % EH 0AIE
MAC Hi%, [Fik FRTU #1%IAIEES 1% Error. W1
21 s

4) W Bt

Yo 2 0 R B AU AR P gt AT B
iE, FRTU 2B RIS, Al PR B I
TR, WAERIE, i 22 Fios.
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CEEE R R

v Distributed Network Protocol 3.0
> Data Link Layer, Len: 39, From: 20134, To: 1824, PRM, Unconfirmed User Data
> Transport Control: @xef, Final, First(FIR, FIN, Sequence 47)
v Data Chunks
v Data Chunk: @
Data Chunk: efc683900078875b81176002000086801
[Data Chunk length: 16]
Data Chunk checksum: @x65f4 [correct]
[Data Chunk Checksum Status: Good]
v Data Chunk: 1
Data Chunk: ©080000168271abbdcBB4572726F7220

98 fa 9b bc d@ 32 @@ 83 @ a8 @0 @3 83 88 45 08 12 E

8@ 5a 73 82 40 00 40 86 45 64 O a8 08 83 c@ a8 Is-@-@ Ed

8@ 64 4e 28 fb 85 50 bf 81 f9 cd c2 55 d1 5@ 18 dN P u-p

ea 6@ 54 2z 80 00 @5 64 27 44 @0 @4 ab de fa bb BiESs-d ‘D---N--

ef c6 83 96 8@ 78 87 5b @81 17 @0 20 0@ 80 68 81  ----- LS
o

LT Tl00 00 60 B1 80 a7 la 6b dc 08 45 72 72 & Fﬂﬂ
372: -

0060 ppiply 33 54 32 3a ea @

21 EIEHR
Fig. 21 Modification attack network message

5 Ethernet II, Src: Rftnc_a8:00:03 (00:03:c0:a8:00:03), Dst: LcfcHefe 6c:d@:32 (98:fa:9b:6c:do:32)
> Internet Protocol Version 4, Src: 192.168..3, Dst: 192.168.0.100
> Transmission Control Protocol, Src Port: 20000, Dst Port: 64521, Seq: 96, Ack: 174, Len: 58
~ Distributed Network Protocol 3.8

> Data Link Layer, Len: 47, From: 20134, To: 1024, PRM, Unconfirmed User Data

> Transport Control: @xc2, Final, First(FIR, FIN, Sequence 2)

> Data Chunks

> [1 DNP 3.0 AL Fragment (41 bytes): #284(41)]

v Application Layer: (FIR, FIN, Sequence 1, Authentication Response)

> Application Control: @xcl, First, Final(FIR, FIN, Sequence 1)
Function Code: Authentication Response (8x83)

EECINC1 83 90 @ 78 @5 Sb @1 1 09 B2 00 8 60 o1 6o
[l-RP1 04 02 14 02 3a 8d e4 12 @7 8d 80 dB 27 49 3bjl-----:-- -----'I;
[yLMl51 7 62 ae 6e 2d Bc 9c 60 7

22 BIRIERL

Fig. 22 Spoofing attack network message

5) Gi Wy Bk

DNP H RS, 388 Je B 28k [ 28 ok 1 o 2 A e gt
I AR, R ET, B Pnas
R I (0L P . H I s ko in b 23 ok

~ Encapsulating Security Payload
ESP SPI: @x6f@@@ba3 (1862273955)
ESP Sequence: 18

00 50 c2 4b fl e7 64 8@ 6a 19 74 6f 08 00 45 @@

00 70 c1 bl @0 00 40 11 17 9d c@ a8 88 14 be a@ p @
0828 19 d2 11 94 11 94 @0 5c o
:EBNO0 12 d4 db ab 9a 9a db dl1 94 @0 @0 00 22 oe ee
::LI-BO0 00 55 25 3@ 85 05 ec 65 79 a6 2e 8d 90 3c ddf
:LTZMNd3 a6 85 1b 13 f5 9c 88 d@ @5 45 d2 be 46 df 9
=IO f be e6 9 e8 6c 53 1@ b3 @f 15 5a a3 3@ 65 c.
VM9 7d 91 07 58 80 9a 5f b8 35 14 fb 81 c3

& 23 MNEMLEIRC
Fig. 23 Encrypted network message
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1M SSL Al IPSec A&HFERTFEK:, R HMSCREFH ¥ U5
K, /MY FRTU AR e R 352 R i b B 25
% 7 1EIRRTE LS

Table 7 Comparison of transmission time

o Tubib v b3 s¥ia )
LRTTR
FERT/ms FEIS Ims FEIS Ims
DNP SAv5 25 70 421
DNP SSL 151 310 530
DNP IPSec 160 290 560

N M SAVE BAR e tERE, XFLE T SCHR
[21]SSL. CHik[23]IPSec L4 /%, Wik 8 Fir.
SCHR[21]SSL A 2 b AT Pl 3t e, PS4 4L
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TRAERAE . SCHR[23]IPSec N RFFMI B 224, (A5
VEBRUEN TR, N1 SRR H) XK . SAVS
%5 Gk, [N SM1 B, ZetdEE .
i [ 2 SR PR RS, B T CPU
TR, $Rm IR R

®8 RR2HRLE
Table 8 Comparison of security schemes
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