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A plug and play theory model and application of secondary equipment in a smart substation
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Abstract: In order to solve the problem of cumbersome secondary equipment configuration and complex file generation
in the process of new construction and transformation of smart substations, this paper proposes a plug-and-play theoretical
model of secondary equipment. In order to realize the plug-and-play function, a framework for secondary devices is first
designed, and for the designed framework, the required functions are realized at the hardware and software levels. In
terms of hardware, a triple-core hardware platform composed of dual-core heterogeneous processors and FPGA is adopted.
In terms of software, a hierarchical design is realized. It is composed of a support layer, a functional layer, and an
application layer system. These accomplish the decoupling of layers and facilitate subsequent maintenance and reuse of
software components. For the secondary equipment model, it adds plug-and-play unique data and a function description,
and elucidates the three aspects of equipment, data and function. To test the application of functions, simulation of
protection and measurement and control is carried out. Also the control and verification logic of secondary equipment
sequence control, anti-error locking, five-proof locking and virtual terminal verification are designed. Finally, the
functional test proves that the design model can correctly and automatically read the equipment configuration, and
download and modify the configuration of related parameters.
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Fig. 1 Plug-and-play framework for secondary
equipment in smart substation
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Fig. 2 Plug-and-play hardware design of secondary
equipment in smart substation
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Fig. 3 Design of plug-and-play software for secondary
equipment in smart substation
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Fig. 4 Elements of plug-and-play model of secondary equipment
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Fig. 5 Plug and play interval model for secondary equipment
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Fig. 6 Plug-and-play full station model for substation
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Fig. 8 Schematic diagram of substation sequence control and
anti-misoperation locking realization scheme

FEAR 3ty SEILRE P AR A AN TL BT R AL T RE A
MRS AR, AR B AR AL RIS . B
BAZZEAE R, b I R G R B
BRI R Bl B @EANS, BT R
8 f. 1EId SOA (5 RAZTALM, L (1) 2k
(IR PP AP ThRE VD 55 20 P AR AR S5 AR BRI ST 4%
T SR ORE A R 55 AT 5 B A
T RAE T ok P a2 KA SOA 15 3K /i REAL
HSCIURE PP AL BRVE SRR . F2 M0 SRR HE,  F2 ] T
B AT RS RFAREIEEDL S, FEHE
i IMS B SEBL (AR ), il i R An AT 1%
BLIIE BRI
4.2 A0 A R A

VEAME B R AR AR A 2 RIS R S
W% ARG Pz H IR 55 4% 1, 220 % T
Wi ERAE B, AR AT DI RE,  [RIFRJZ ) PRy 2
BTN 2 A W L, A B A S T BT
iR, HiEa ST, BREZZEG 4. i

MR RO RIS T E A A 23S B, %
B ARYE N TR B A e N, A B O I T
FIPATEE R, SEIEMLSHATION, BiZiZEPia
A o 75 Bk IR 42 1 AD L B A Az a0 P 9 B 10 BT

0 il 70 R
Wifs R4

(7] B ) 22 ll t

A |

riEin &

FEMHE R

IR [ AT 26

o
o]

| bR ‘\ o ||

9 IR U FAEHIR A%
Fig. 9 Substation sequence control check

AR e
B AT
el s
g = 1 |
EEeE
R I |
‘ R ‘ | . ‘ | AT |

10 TG R RHHAZ
Fig. 10 Five-proof check of substation

4.3 EinFRZ
RS T IR R IR I & 11 Fow, B e Xt B gL

v |
> el ¢
|
v v

HAFEAAGE HF e AT L

Hipki 15 8 i 1

A
i) i 2 B e
HEE

B eI o
My T
SELEEICY

11 ESRERIE
Fig. 11 Static verification process



RET, %

B A F bty A BRIV B SR B S P I

- 169 -

LK) SCD SCAFIEAT b, HEMEHT S HEAT R [m] %
MfRAT, FEAZEBERMEmGTIERE, 5KRHE
RS BAIULEC, A 2SR &, A&
MRS EE S

5 FERETRIE IR ZEEEIANA

5.1 ThEEMR

R GER] SEHLAS Lk i AR RN K,
RE 5 SCELRF I e 2 MK 9 B ANBE 1K) B 3073 67y
Br, BEATIWGREEGR L, ISR S IE RIS IR,
P T e & AR AR B A R T 58 AR
MR Ty RCFFNTICE . ATRYEAF) KR E
Je SCD 3CfF, MMASHGHATICE . RARThRESLEL
Gt 12 fos.

@ s (7=l
i e WNEEEZE
L o Eosw FEZ:  PSLEOIV
©@BEX O 2t O pew. 17 ooms FiEg:
MitHE
ST -
AR
EEEEEP
- ¥ SRR
o ENESER IR
=VESERIE
o SEERENIE
SV SEERENIE
5 ¥ SEEIR0.95
¥ SUEELALE
HiEERBE
S e
HESHELABCIE
5 V) SEEEIRL0S
v SEELAE
HiEERBE
S e i

|

12 EEFENLG R
Fig. 12 Choose a test plan

5.2 MXERRR

RG] SPECE N T 5, BT
%, HENFEREIE T, RIET E ST
AR s BT e AR R N, AT
BATSHICE BN, ATRUA R A SR
REME R FEHEAT A B, BE OSSR AL I ik
BISEFHCH NG SRR R1F I FRIRESE B
REAE AT MR R N T TEE . RN R,
SER BRI BOIRSE R, BRENEEE B, I
IXAEEBIRAS TR« MR R« DA ] 2R
TR, WARAES S B HLEE R, AL
2 HANRMEACES FHRnEs:, MRS HE, RAEN
W2, “FE A A5 R PDF 8 WORD &z AR 15
ARSI WA 13, B 14 Fios.

GRS 3% [ GHERT
i .

gy O | st 0 | HAEC | HARRLES D | DeshRNlke
a nAT | g | e

g e e e
Ceamme FEE gy w8 A (@) 8

13 BxINEITAE
Fig. 13 Automatic test operation interface

Wrsms = om - ||
s mt B
~ @i
weie:
WA g (E:
B{ER: A
T
LeREE R LR
il
T AR ]
nERE CT I S
T | [ |

14 MR iR EEEK

Fig. 14 Automatic test report generation
6 it

SCH R TR AR AR L ks RV B A ERG
B, f 7 AR R IR A I E SR . A
2 TN S

1) Veih 74 R AR F S Uk T % R4 B A A
HEZE, IR ThRESE I B LF AT T RCE .

2) J: T 1EC61850 Xif 5 AR HLIk 1) — R 1 A 158
RUFEGH, GO0 BN RD AR B0l S ThRe g, A
T 2 A% R vy X 97 D ) 2 P 5K

3) xR AE AR HLIh TR 4 2 B R R A
B R B Th B 07 B, X Mt e 42 ) A 7 15 A 8 e D
RN AT IZ A vt JFE R i T AT RS, B
Ja, MBI SLEAEN] T TR RS ATAT I
S 3CHk
(1] mHzd, XUEH, Kk, & ET T EE gk ik

PICI PR B T[] I R GRS ], 2021,

49(13): 150-157.

YE Yuanbo, LIU Hongjun, ZHANG Zhaoyun, et al.

Research on real-time evaluation of relay protection based

on wide-area information[J]. Power System Protection and

Control, 2021, 49(13): 150-157.

(2] BRotte, EATK, BANIEE, & R AR H R RELS I H

FEACR ). B RS RS1E], 2021, 49(17):



-170 -

CEEE R R

(3]

(4]

(5]

(6]

(7]

(8]

162-169.

CHEN Guanghua, WANG Pengfei, ZHAO Yingbing, et al.
Design of automatic tester for intelligent terminal of
intelligent substation[J]. Power System Protection and
Control, 2021, 49(17): 162-1609.

M, BORDT, WIS, AF. T 2R SN
AR BE AR Ll OB VRG], B RGRI S
i, 2021, 49(12): 148-157.

YE Yuanbo, HUANG Taigui, XIE Min, et al. State
assessment of secondary equipment in smart substation
based on multi-model fusion integrated learning[J]. Power
System Protection and Control, 2021, 49(12): 148-157.
SRIFRE, TR, XEFE, & AL iR A ehE ]
MWK R it KN H]. RGO 5450,
2021, 49(12): 181-187.

ZHANG Haiting, ZHANG Siyuan, LIU Dengxin, et al.
Design and application of visual verification system for
anti-misoperation lockout logic in substation[J]. Power
System Protection and Control, 2021, 49(12): 181-187.
TG, XSG, KGR, 55 T VR BORMIAS A,
TR ERAE LR M T VER R[] THREOR S B 3k,
2021, 40(3): 52-56.

ZHANG Zhichao, LIU Shourui, ZHOU Yonggiang, et al.
Research on online monitoring method of secondary
circuit in substation based on VR technology[J].
Computer Technology and Automation, 2021, 40(3):
52-56.

M, BT, IR, 55 B AR r b AR 4
WRMERND. HEEARS A3, 2021, 40(3):
184-188.

LIU Jian, ZHAO Zhenyu, PEI Maolin, et al. Detection of
abnormal flow in process layer network of smart
substation[J]. Computer Technology and Automation,
2021, 40(3): 184-188.

TRIK, ZEBR, A2, % AT BP AR
/N R RS [I]. AR FEROR, 2021, 44(19):
90-94.

ZHANG Yafei, LI Mingzhi, LI Chunlan, et al.
Temperature control strategy of the control room based
on BP neural network[J]. Modern Electronic Technology,
2021, 44(19): 90-94.

VPR, WA, ESETAE, OGRS
DR OUASE v 8 . T DG B 72 ).
i, 2019, 47(1): 123-128.

ZHEN Ze, WAN Shujuan, QIU Xinjuan, et al. Research
on dual-mode high-density prefabricated optical cables
suitable for in-situ line protection of smart substations[J].
Power System Protection and Control, 2019, 47(1): 123-128.

E722 P b L A 25
B R G R

[9]

[10]

(11]

[12]

[13]

(14]

TAVE, B, K, S5 R Re B IR R 0 AR He g ]
TEHAE AR R[], B RGR 5%, 2018,
46(19): 74-80.

ZHANG Lingtao, ZHAO Lin, ZHANG Liang, et al.
Smart grid control center substation graphics data plug
and play technology[J]. Power System Protection and
Control, 2018, 46(19): 74-80.

EAEAR, EMve, #O6, 55 AL HERD Atk £R
PRI T RMA TN B RS A3,
2017, 41(16): 12-19.

WANG Delin, QIU Yutao, LING Guang, et al.
Application schemes and economic comparison of
plug-and-play in-situ protection in substations[J].
Automation of Electric Power Systems, 2017, 41(16):
12-19.

TKE, FHUR, Wi, F Mgk R E
BU4EEDFH R AR 5] Bl 5{ER, 2017,
54(1): 118-122, 128.

ZHANG Ying, LI Yingyi, SHENG Haihua, et al.
Construction and implementation of a plug-and-play
system for digital relay protection devices[J]. Electrical
Measurement & Instrumentation, 2017, 54(1): 118-122, 128.
W, Zegh, SRR, AL HL kN SR A 0 H K e A Ok
LoRa JB {3 MEZMIATF 7T [I/OL]. Hedbr JJ R4k (A R
Bl 2 ) 1-8[2021-10-09]. http: //kns.cnki.net/kcms/
detail/13.1212.TM.20210913.1928.002.html.

DONG Bo, AN Bo, ZHANG Weidong. Study on the
influence of partial discharge impulse noise in substation
on LoRa communication[J/OL]. Journal of North China
Electric Power University (Natural Science Edition):
1-8[2021-10-09].http://kns.cnki.net/kcms/detail/13.1212.
TM.20210913.1928.002.html.

JETCRI, R, TR FET 2 B B a0 R BE AR i ik
ZAEAE RIGIOL]. M RG B3 1-12[2021-10-
09]. http: //kns.cnki.net/kcms/detail/32.1180.TP.20210803.
0848.002.html.

ZHOU Yuangang, LIU Xuan, ZHANG Bo. Security
communication strategy of smart substation based on
multi-stage transmission[J/OL]. Automation of Electric
Power Systems: 1-12[2021-10-09]. http://kns.cnki.net/
kems/detail/32.1180.TP.20210803.0848.002.html.

T, R, 2k, S AR A R R To gk
TEE R ITR A HLE AT [YOL]. Hedb B 1 R4 (E
SREL2EAR): 1-9[2021-10-09]. http:// kns.cnki.net/kcms/
detail/13.1212.TM.20210625.1746.002.html.

WANG Pei, ZHANG Weidong, LI Qian, et al. Analysis
of the coupling mechanism of the electromagnetic field in
the substation to the wireless communication unit[J/OL].



RET, %

B A F bty A BRIV B SR B S P I

- 171 -

[15]

[16]

[17]

(18]

[19]

[20]

[21]

Journal of North China Electric Power University
(Natural Science Edition): 1-9[2021-10-09]. http: //kns.
cnki.net/kems/detail/13.1212.TM.20210625.1746.002.ht
ml.

XA, VR3E, ARE, & RS AR HInhE s 2 e
FAR[)]. B HEMEIA, 2021, 15(5): 64-71.

LIU Gang, XU Ai, XU Yanming, et al. Dispatching and
substation communication security protection technology[J].
Southern Power System Technology, 2021, 15(5): 64-71.
A, B, BRR, 5. BT GOOSE 1z gLy
77 %[J]. WriT L7, 2021, 40(10): 66-72.

WANG Jie, HOU Wei, CHEN Jun, et al. Arc protection
scheme based on GOOSE communication[J]. Zhejiang
Electric Power, 2021, 40(10): 66-72.

KO, BOEZE, MEfh, . BRI s
¥ 245 NN FI[I]. T E J0, 2021, 40(3): 42-50.
ZHENG Xiang, YIN Jianjun, DU Qiwei, et al. Substation
automation equipment operation
management and control system and its application[J].
Zhejiang Electric Power, 2021, 40(3): 42-50.

BhC, BORME, BUNE, S T REHE A R
SCD A EBEEXF[IOL]. il 54X k: 1-8[2021-10-09].
http: //kns.cnki.net/kcms/detail/23.1202.TH.20200803.1829.
040.html.

ZHONG Wen, LU Feipeng, LIAO Xiaojun, et al. Cluster-
based internal comparison of SCD files in smart
substations[J/OL]. Electrical Measurement &
Instrumentation: 1-8[2021-10-09]. http://kns.cnki.net/kcms/
detail/23.1202.TH.20200803.1829.040.html.

FRFE, AW, #hor, & T SCD MR AR
R A B A AR OTVEN]. T RS A B, 2019,
43(24): 119-125.

WANG Xingyu, LU Feipeng, ZHONG Wen, et al.
Automatic generation method of smart substation main
wiring based on SCD file[J]. Automation of Electric
Power Systems, 2019, 43(24): 119-125.

FGER, RZE, Brde, 5. 2R 64 R EI T ZH 9 A
M vk SR RS FOA]. TP ENU AR, 2021, 32(16):
1983-1993.

ZHOU Xiaochun, LIANG Jun, CHEN Long, et al.
Plug-and-play networking model and decision fusion
algorithm for intelligent networked vehicles[J]. China
Mechanical Engineering, 2021, 32(16): 1983-1993.

Sy, BEVEST, JERK, 45 JET IEC 61850 (& X &Rl

and maintenance

[22]

[23]

[24]

[25]

TRV SEILE[]. P LA, 2021, 15(5): 72-78.
WU Hai, TENG Xianliang, ZHOU Cheng, et al.
Implementation method of plug and play of station
equipment based on IEC 61850[J]. Southern Power
System Technology, 2021, 15(5): 72-78.

NG, REAMR, fRFE, S A G XCR REL i R E
3 B0 AR AR VA D). B RS E Bk, 2021,
45(10): 166-173.

ZHONG Jiayong, XIONG Xiaofu, HE Yingchun, et al.
Plug-and-play and topology identification method for
intelligent terminals in station area[J]. Automation of
Electric Power Systems, 2021, 45(10): 166-173.

I, BURBL, WOL®, & 20 e U R 4 R FH o 5
AL HLZR % o 20 A B S ROE A B[] R
A, 2020, 44(6): 2109-2119.

ZHENG Shuang, JIA Dongli, GENG Guangfei, et al.
Distribution law and rapid estimation of critical conditions
for plug-and-play distributed power generation in
distribution lines[J]. Power System Technology, 2020,
44(6): 2109-2119.

M. 35T GPRS Al ZigBee 4% it kA% HLI 15
B R G BT [I]. T UE SCE BT AT, 2018, 21(4):
135-138.

LAI Shenggang. Design of anti-misoperation locking
system for subway substation based on GPRS and
ZigBee network[J]. Urban Rail Transit Research, 2018,
21(4): 135-138.

T7 M. T AR AN G AL (73 R I 2% TR R P B R
W) B THAR, 2016, 39(9): 156-159.

FANG lJialin. Research on Network type anti-misoperation
lockout system of substation based on topology structure[J].
Modern Electronic Technology, 2016, 39(9): 156-159.

i HER: 2021-11-17;

{&EHER: 2022-01-18

EEEN:

ZEF(984—), B, Bk, TARF, HLimheh

RAGRAE AN IR I ALIFE. L AHER; E-mail:
nofarzed1@163.com

Hi)

E

EEE(973—), B, ML,
tRAp. A F %A,
RAA(983—), B, L,
B A% A .

HIEREHT, FRLT @A

B, TR0 R R

(¥ KEH)



