550 % 5 8 1 €N EREY DM \Vol.50 No.8
202244 H 16 H Power System Protection and Control Apr. 16, 2022

DOI: 10.19783/j.cnki.pspc.211302

Mk B#R T NB-loT SEIRVIEAN 2 252 K KRR

Fakkge ' kMG, BB A, kA

(1. H MBI KFERZEITAFER, AE AN 450002; 2. @EERAZERARNSE, Fd #H 450000;

3 FHEMAIAG], T L 467001)

HE: [H5e NB-1oT ReIEYIINZ M ROCREAR, 20T “XUK” Bix NEeIE R, MLl 2,
MACBEIRAESS . DAL REIE A S R a5 B DA J7 THIBT T RRIEPIEI R “ X0 H AR SCHEAER . S 2

U HER T RS R 2 TR, A48 T DL NB-1oT /AR AI LPWAN 5 RsJ4BE R FLIL K R . KR
K3 T AL NB-1oT PB4 iR 45F & R IR N 2 228 . 5 50 #T 7 25T eSIM+ESAM NB-loT
(BRI 2 AU AE £ . 36T GlobalPlatform FI{SHESL[ NB-10T P9 & A4 i, DA S IE T- IX Bk R 4 ik il
RARE R IR . ZERTUNRRIRAEFS . R, (7. 225 R AR ke 4. WI{E ) LPWAN 4

HE A

FRRTT SR, RS IR . 2 v R REVR AR SR AR T (5 Bl S 4%, B “3060 XUk H A% SE

XKHEIR: “XUK” HAR; NB-loT; LPWAN; REIEVIEEMN; 224

(1.c

Framework and key technologies for NB-loT energy internet of things to achieve
carbon peak and neutrality goals

WANG Yanfeng?, SHEN Yongpeng!, TANG Yaohua?, ZHONG Jianying®, ZHANG Youpeng®
ollege of Electrical and Information Engineering, Zhengzhou University of Light Industry, Zhengzhou 450002, China;
2. Rundian Energy Science Technology Co., Ltd., Zhengzhou 450000, China;
3. Pinggao Group Co., Ltd., Pingdingshan 467001, China)

Abstract: Focusing on the security architecture and key technologies of the NB-1oT Energy IoT, this paper first analyzes the

new

characteristics of the energy system under the "dual carbon™ goal and the supporting role of the energy loT to the "dual

carbon" goal from four aspects: mapping carbon footprint, optimizing energy supply, optimizing energy trading, and building

a two-way information flow. Then, it summarizes the characteristics and requirements of the energy 0T, and summarizes the
matching relationship between NB-loT LPWAN and the energy loT. It explores the energy loT security architecture including
the NB-loT security module and security service platform, and focuses on the analysis of eSIM+ESAM NB-loT security
module hardware, NB-1oT security module software based on the GlobalPlatform trusted framework, and key technologies
for security management of the 10T cards based on blockchain. It can provide safe and credible LPWAN loT solutions for

energy production, transmission, storage, transaction and consumption. It also supplies credible data support for the
construction of a clean, low-carbon, safe and efficient energy system, and helps achieve the 3060 dual carbon target".
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Table 1 National policies about IoT and NB-loT
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