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A review of dynamic security protection on a cyber physical power system
considering model and data driving
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Abstract: The digital revolution has expanded the security protection of smart grid operation from the pure physical level
protection to cyber physical synergistic protection. Advanced cyber threats can have a serious impact on the physical side
of the grid. Efficient, reliable, and real-time synergistic protection methods are the core foundation support for the
development of the smart grid. This paper reviews relevant research at home and abroad. In view of the connotative
characteristics of the cyber physical power system, both a model and data-driven closed-loop control idea with three
scientific issues is proposed, i.e., rapid intrusion detection of unknown attacks, penetration risk assessment of the cyber
physical system and synergistic security decision making. Then, current research results and problems are summarized
and analyzed, and future research directions are proposed to lay the theoretical and engineering foundation for building an

intrinsically safe smart grid.

This work is supported by the National Natural Science Foundation of China (No. U1866209).
Key words: smart grid; intrusion detection; risk assessment; synergistic security; dynamic protection

0 38

S AU BOAR 5 5 0D 2 Tl R i) 3
E,%%ﬁﬁM&ﬁ\%%H&*ﬁﬁﬁﬁ&ﬁM

PRFRE, LA “REHERER]. B REA T 9 H RS
SR AN 2 AR, Tk Fii] R EP 5L
BN “RRE” 2] “3EM” , C“HAT B I
HIFAZ

HEEWB: BEAARMFEE ST B K (U1866209)

WA RGHEA—FRBR TIERS, BEEER
BORIR R O B — B R G0 s B A3
fill & 224t (Cyber Physical System, CPS)2l, il H 1y
& S W)HE K 45 (Cyber Physical Power System, CPPS)
et AE BHOR 5 ) RE WA PR
B 2 4L R R R R G, FoAR T 2 B B S AL %
E%\ﬁﬁ\%ﬁﬁ*m7*%%ﬁﬁﬁfﬁ¢ﬁ
B TT AN P SR e FE AR BN 2 A2 L, RN
B R AR 3 M AL BE E R T b R R M IR
FEFEHEDAT B M iR, BRI RGiE



A, &

A SRR S RO XU RN (1 1 45 B R G sl S R P W gRiR - 177 -

BIHEIREERZ B, ek, mitE P ErEAl
AL SR I ) RGBT, B 24l
FHEEH . MR LEEB AL, FREES
WOTATR AEEL, 2010 A A7 B A% ro ik 75 5 3 L9
FTRA T A5 BB 22 Geda 1) HLJG vk S it X 2% T ks 1 01
o, FERBRVEEN G Z RIE. 2015 FE S
TIRGEZ 52 MM BT, =4y 2 — B X RRS:
Wreh . IR RGE SR U R Y i R
FEE RS, R HL ) R GE B E] 2 A B
) B B A A BRI SE B X, 432 3 & [E BUR
M EEM . 2010 4F, 36 E SRR AR 7t b
(National Institute of Standards and Technology, NIST)
HRRAN (D fEf /giwafam) B, & T
W AUEAS B 22 B3 R 58—t A TR 307 & . 2013
e, EE AR 2 e R N E R R U 1R 2 — bl
2014 4, FEMA (AR RGBT E),
TERKs B 05 B A B B 5 e A E T,

GG B B R i NIST 20, Bkt
F5: 25 (confidentiality) . 52 % % (integrity) £ 7]
HI¥: (availability) . 3@, 55 RS HRITEE B
T, B RVEFAERUR A P ERBUR S RBE R, B
SEVEERAN R, A R, AT (R
. 1M CPPS {2y R AR A0 i s 2Rl , B
FH RS B AT 2K, FAREHE: 1) BAURIER )
45 >4 h FIRT HE; 2) DAAURIE ) RSzl
TR ERAE AT HREE e s 3) WAIRIE ) RGiE 1T
PERE; 4) ZUERIE ) RG22 4 IR,
W5 BB R G A Y R A il ek, %
FEIE 52 W28 T BB DL N ARIRERIE D) e 2 A B AT
LA,

BEA R BE F PR AL BEERR IR, (£ SR
CPPS “zPiifh 52 Bsm iy, Rk 1) iR
FRBIRIEREATT RE AR R P E R, BBk =
PG B IR AN ESE, b S 30 EiE R A 0
TERHWr, AU 5 A AR B R, S R
Bl 2) KU Z o im A IR T BT #e
FLARAEYE T BEAREHE R E T 3) FFUR i Ag
BAT A RS R AL 5 R Y]

g Lk, W RGRIE B e S T
ENAELIE . A SAEARZ T FRHUHE 1 R S
FR AR, BN 5 O XS T R e
FL X 15 S BE B0 25 I R] 22 4 7 4 A7 7E R 5 1] e
F T PR A RS RS 3 A EEWF T )
B AT VR R, BAAEAE: 1) B Rshri
NI 2) 15 BB R G 5 0% 2R PP A 5
3) 15 B R G IR 2B ok

1 BAERYRERZEFHE

KATESJCEN NS CPPS [ B AR AT T 4245,
HHR THARGIE LR RRNFERR, AR
N T AE HL T R FRE S BB RS
R

r— R RGENEER SR T2 &
RETLB . RIGRME. 4 mri”, AN Lokif 73
ARG 5EERRMIRERS, #iE SR I,
CART WL 3R T s mT i e )3 s . FE0MS B4
ARG —FEER I TR 258, 5B TR
Gl WRAEMZEHRA, AR &
DIRe A, ¥ EEME RS E B Fla L
=AER, A iEERE. AR, K
BARmME 1 fos. FRER NG R RS,
T AL BHE R S I L ) & Gt (Supervisory
Control and Data Acquisition, SCADA). fit =& H &
4t (Energy Management System, EMS) & {5 B H &
4i(Management Information System, MIS)&5. #HW
(1), 2z — N RS, FEAAENTS
. BITR. BEEE R IREE. A
JE N A R S AR, R 245 B e
BN EAMAZ O, AT LLSEIS RIS, RS
WE SIS, BF TR WAL, $Hili & DU T
TR 425 (Remote Terminal Unit, RTU)AI& 5
JG(Merging Unit, MU)%%. 7E3: N2, BT KER
ATAFAL AT DL S EHE O e A AR [ L =

ra b .-

SCADA[ EMS s

1 BAEEE ARG RRIEE
Fig. 1 Hierarchical model of cyber-physical power system
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Fig. 2 Simplified model of cyber-physical power system
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