9549 % 4513 1] 2 hH ARG S HEH Vol.49 No.13
20217 H 1 H Power System Protection and Control Jul. 1, 2021

DOI: 10.19783/j.cnki.pspc.201130

E T a5t ErVE M BRBERE S oM Al 7 0E

%g#ﬁ1y 45]'i1:a'72’ gz‘]\lf—%\:{31’ é}]_»jc»_/‘i_%1

(1. LisE A KkFeTFEELEIAER, LiF 201306; 2. LiEd H kv L T4¥%, L& 200090)

THE: BREIEE AL (FDIA)E T B M B F B, ™ 5 b R e I 1 22 41847 . B I K I SR 44
£ FDIA Bl ik ok T ERMBR. FET ik, 38T —METRE S04 W 2. KRG 0
NEANT RS, BETRAETRE DG S NREATEIRWE. Bl SE8RESINITE, WET
CNN-LSTM HEZU RS I 2%, $REVEURAFE, JEEBA MGt R E AR O a1 b, SRIE s, RIS E 1) FDIA K
M. wSE7E IEEE 14 1 50F1 IEEE39 1 MR R4, W ARBGE L, XATIRALR N 7 L ATIRE . 4

R, SE5RRIM ML, FTRD GG T i E A IR [ A A FE S RE R AN e bs A B TR

KHEIR: BEEE L WZITEL oA PR

Distributed detection method for a false data attack in a power grid based on edge computing
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Abstract: A new method of power grid attack, the False Data Injection Attack (FDIA), seriously threatens the safe
operation of smart grids. The explosive growth of data has brought huge challenges to centralized FDIA detection
methods. This paper proposes a detection method based on edge computing, which divides the system into multiple
subsystems, and sets edge node detectors in the subsystems for data collection and detection. Combined with deep
learning methods, a CNN-LSTM detecting model is constructed to extract the characteristics of the data, and the training
process of the model is placed on the central node to achieve efficient and low-latency FDIA detection. Finally, the
proposed edge detection method is verified in the IEEE 14-node and IEEE 39-node test systems for different attack
intensities. Compared with the centralized detection method, the results show that the advanced edge detection method
can achieve a significant drop in detection time and memory consumption.
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Fig. 1 Distributed detection framework based on edge computing
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Table 4 Experimental data when A=0.05

G REI # BEATNE 1 AGAT IS 2 DGR 3 DGR 4 DGR S
1% 94.2 95.1 95.1 955 95.0
I f#/min 25.0 6.0 6.1 6.1 5.9
N TEI% 80.7 64.2 65.0 64.1 62.6
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Table 5 Experimental data when A=0.5
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Table 6 Experimental data when A=5
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