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Analysis and countermeasures of single event upset soft errors in a relay protection device

ZHOU Hao, SHI Lei, PENG Tao, LI Songze
(CYG SUNRI CO., LTD., Shenzhen 518057, China)

Abstract: Various chips and storage devices are widely used in microcomputer relay protection devices. A failure of the
device will affect the stable operation of the power system. The cause of the protection device action, combined with a
malfunction of the protection device caused by a single event upset is analyzed, and the problem of single event upset is
determined. The mechanism, characteristics and effects of the single event upset are analyzed, and a complete method to
tackle this based on chip selection, hardware architecture, software architecture, etc. is proposed. The solution proposed in the
paper is applied to the design of a relay protection device. It can effectively reduce the impact of a single event upset on a
relay protection device. This is of significance for the stable and safe operation of relay protection devices and power
systems.
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Table 2 Protection action event information
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soft error mechanism
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