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A front-end data identification framework based on single-node mutual
checking between PMU and SCADA
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Abstract: With the development of power grid automation technology, massive multi-source and multi-spatial-temporal
data can be obtained by a data center. On this basis, multi-source measurement data can be checked reciprocally. This is
conducive to later high-level big data applications. Given a situation where PMU and SCADA measurements of the same
node exist at the same time, a front-end data identification framework is proposed. To overcome a lack of negative
samples of data, an improved One-Class Support Vector Machine (OCSVM) identification method based on particle
swarm optimization is used to identify outliers according to the difference between two-source measurements. Any data
which may be misjudged because of being close to the OCSVM boundary can be corrected by a gap statistical algorithm
and the bad data can be found. Then the PMU data at the time point of the bad data is checked to determine the location.
With the actual power grid data of a province, the bad data identification framework based on mutual checking between
PMU and SCADA is verified and analyzed. The results show that the proposed method can effectively identify front-end
bad data of two sources, with less computation and consumption of time, and is more reliable than the results which use
single-source data only.
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Table 1 Measurement data

A SCADA/kV PMU/KV aNZEE/KV
1 532.35 532.75 -0.4
2 532.88 532.75 0.13
3 33.30 33.26 0.04
4 533.79 177.68 -356.11

T 1L 24 3 EMEE RN, B RGP
KA B R, O AL IER R, i e
4 RBEANZEIR K, Tk SCADA HlE 1)
66.7%. ZZH%HLEEEZ% 0 500 KV, 1fif PMU Wl #5554
WA 177.68 kV, W2 PMU BN th2ELEAS B 5L
Pio FEIHT AR, S I I R ZE A AE
DI, ASCAR S N AR A 9058 22 S b AR A A SEE IR

E%F PMU 5 SCADA Stfa] 5 SAEAE R —4)
P ML, BT WE S E TR ITIELT
MRS, HAERESNEE, nTLEAh A IR



AL, %

FHIET PMU FI SCADA F715 55 HASAZ (1) i ity 250 1 UE 48 -3 -

GAERGN A —Hu L TR — B Z035 AN R A0 1)
Ak 5 A AN, TR A S AN 2 9 [ I A5 (1 1
B, AMERAED N B R . I R A AR AT
TEARSRIRZE, SR WA AR, EIEFEY W
AN EHRIEIAR B A e AFE2ZE(E, (AR
FEAEH . 07 A R RN, EEMAKHYS
IEW R =5, WHAERXNHZ] PMU Al
SCADA I EMMEAEAE “HRUBEIE " AR,

2 TRIEGEGIEHHA

FELEE B -6, W7 B R R AR 1)
SCADA I PMU fEMME AT X0, f§f SCADA il
B 50 2 PMU £l o0 i . B 1 PMU (1)l
JUEELL SCADA #4E, JUAREdE vl LR ks W H
FHAE ) J7 940 78 SCADA Bad A7 £t N, A2
SV DA (R) I ) J A0, T 28 S 0 ) 0 114
VLHL, B PMU SIMEARAT 5 2 XNV SCADA
A AR R0 I R IR 2 ] 22 (e mT
PLUEATAS RS 7 B I, A “T Ik
57 WA ER R IEH A . A 7 8 N\ B
) APE R g5 RS, AT pLAe 2 ) 50k
I IR ) e AT I
2.1 £F OCSVM B 5 & SR 3

M HE R SRIRR v, R 1 e A AR
N, TCIEEE B R M FRE A s I ZR4E,  DRIHEAR
SCRIH 43 2653 1 A B HLPY (One Class Support
Vector Machine, OCSVM), X 77HIH £ 1) 2=
fHlZ: OCSVM, ZJa FRISER B CLdbAT 6 v
Ah B PR 2 AR A NN R B SCRE ) oL, I A
HR A R AT A TR A A5 A AR B

FE— RS FF BT IR, AR I
FEAS (R N 2 )0 e A% R B 21 e 25 18] H, 7E
FEER TR L o LI p R 3 S5
T, B RAFEA SR i 2 TR IR, R 2
P  FR EE a —2E, REPP TN R
SR H—F, w1 R,

Ay

A P

0

B 1 BFEmERA
Fig. 1 Hyperplane example

N T AR SR R UR T R R SR U T, K5
> i) R A A AR ) L

I 1 ’ 1 ; | =
min E"w" +W;§i_p, i=1,2,-,1

st. w-@(x)zp-¢, 20
e x RFEAIRAL A 5 IR AR 1 B
wE(0,1), AFEHISIRE A EAE VI ZRAEA i by
IS H, YR SO R EE B AN A o
& NRA AR R, BRI A .

A BRI ERARSRAE, /MG H AR R 2L

min W(a)= % ZI: a,a;K(x;,x;)
)

- 1
s.t. Za,. =1,0<qg, <—
i=1 w

K1, K(x,x,)=<®(x,) O(x,)> WKL
e 2T D SRR I e, O A%
MHR TR a,, HERECH
£ () =sgn(¥aK(x,,x)= p) 3)

K EEmAESEPEPCR, ZFmd
o LR T IR A 7 A B R
2.2 EFi# OCSVM B R EHE#HHIR

OCSVM A N AL ZE, 73k
A AL THS4 w 5 RBF (R 5 v i g,
BB OCSVM #EAT ek, s S48
WEAT S EIN B UE, $2T1 OCSVM #ERIE .

K1k (Particle Swarm Optimization, PSO)
SRRAE SRR AIAL T R PR i 2 ) 3 B BIL A A A RS Ay
N kAL E, IFREILRA - EMynEE. 1
7 VAR T AN 17N = DAER, A A RS 1 1B ) AL X [E RS BN 8
P A AR 3 I PR AR 2 1 1) 4 T MR B B
p MCAFTRR AL g M504 5 (5) Bk 1
(P v R s

ViHl = a)vit +clr1(pi _Sit) +czrz(qi _si[) (4)

(D

st =5l vt ®)
At e NAREG o o, WIHMLREG 1 il
O,DZEMFENE: i=1,2,,N; oNIIRE.
R PRI TIEAR, Bk B 4 R A

A5 FHRL 7 3 S0 S0t — 2 SRS R 1) B LR
ANREHR P RATT .

(1) W B 21 1) — e Hl i 1R A 05 5 s 2
Ax,(i=1,2,---,n) HIAF] OCSVM H i)l k. % EF]1%
] AN S RE 4 R DL, S NRRIE R
H(Ax,Ax) , WESHIATIN G



4. ® & AEY 5

Q) 1R T REFERT OCSVM IS H kT 5
L, BRI BN EM R, 33K OCSVM
SHow MWz R B S g WAL E . E IR,
DLIRASEAERf 2 A D0 H AR B3, 3k B IEA S 2R
s AR 1 E, PR R RBIER R = 1 S
FOMAT 5 E2AN R .

(3) A5 380 1 9 st U (LA T 0 ) e A 22
0L BE AT R IR A 2 A S N U SR 58 TR
OCSVM.

(4) EECREmENL R, ARy <17 )
A S Z T TN A28, IR A
FoA “=17, WZRH] PMU A1 SCADA [l
{EAH R T IR, A R
2.3 BT GSA HEREIE

i UG OCSVM 7 AR B A A & R
W, A2 MIs PIRGUAR L 5 EE AR R, 2ot
ALY N 45 213 23— BRI T) (40 7 088 e 21 mT g
SR AU I A A, XN IE R Y PMU &
DUEHE T REB RN A R A . Rl P PR 1
) ) O AIE AR, A ST 5 | N R s 22 I ) B A
X BN [R] Py 0 P 5 25 (B0 shidb AT 5 %%, A 1B
£ 112:(Gap Statistic Algorithm, GSA)X Y H
EHEIAT R SE, HEA RN E .

GSA HIEMIA U R R 5 5 225 5
AT EL T S T 0 00 A B AN B i
T SCHIE RIS, FINRE A BB A7 B
BTN, — 1N T B P 2E 8, 3% N, AN B A b iy
Ko, %) HET k-means 282K5 gap FHIEAH 5
Mo ESERMIL gap (H.

gap(k) = E[InW (k)] - InW (k) (6)

e ke RVBOERISNANEG W (k) 2R

TERBHUE, AR RIE T I EdE e 2 R0

(AT, 1] DL R R R () AR P AR B s W (k) A2

MASERIRA R BB .

ko

W@—;Eaa (7)

Are |C R i BT EIRANE: D 2%
YIRS B ) IR

Di:ZZ('xj_'xj’)2 (8)

XA T ZERIN, tH T k-means 53 1 BRI,
TG ERRBON 1 IO, B
B, 9HEA R S BIE BE AN, FREE 2RX)
BAE N k=1 R mw (1) ;. RIREHS, TS5
PEAER B U R E[n W (k)] - SRISHh 2 1,
i k-means 555 BRI P2 RS2 7 53T

B, TSR BRI B R 79 51
gap(2), A (9)HXA0)THEFRHEE s,

s@=$ﬁf}mmﬂm—mmmamz ©)

J=

s2=sd24f1+% (10)

Wk =13 250011), UEHEERENCY 1.
gap(k) = gap(k +1)—s, (11)
TR TR 1, BN TR B
PR ZE A o A RT3, A S S IR B A7
76, SRR RIS B e W SRR A
A, ERAE R B e A A BT e A B
LR 2 Fios.
TSN AN B
PRI S 2

g ZEA S Rk
TR RS
¢ ii}ﬂﬂ#{ﬁﬂa
W95 RN A NRic

AR ¥
IR
N

M

Bl oA
A RHE

El 2 GSA EiEiiz
Fig. 2 Flow diagram of GSA

3 ETL&MEEAMA REERIHR

ffi e AN RER A B 5, 5 E A WX — I %1 B
BRI KVE . SCADA RELBEIRMERASM . R
P2 A AR P R DX B T) T A5 05, 17 PMIU REFE 22
T ] RO EX ) RGEAT R DI . ]
3 iR, HLMRE E s 4T I PMU S 555 20 AH 418 i )
WA= KA HI A S, R4k T 1,
RN L5 R AT T,

DA, A S TR A B 1) B PO R PMUU i
)3 PRI RS e SR A R 225 RN %1% PMIU
S U0 Ak T O AN R, AN R A R U A
PMU, 15 MIAS R Eda k% SCADA, J&5 A



FHIET PMU FI SCADA F715 55 HASAZ (1) i ity 250 1 UE 48 -5-

SCADA S A TR
315

310¢

LR /kV

305

300 . . :
4:00 4:01 4:02 4:03 4:04
I Z)

3 PMU 21

Fig. 3 Measurement value of PMU

ARG E ), BUZNZIK PMU Ji&
I FLAH S A AR AN, 3L N, AN EUE IR
& [RIBEAT R 704 o R LE I N, A EIE A D A
T, P9 i(i=1,2,,N,) BN BRI T RN
FFAFRMNG HE. WA
yy=ai+b (12)
A i AINTEFSIRES 5 a F b AR I 1] & A &
WHERE WS 1% XA3) TSR NIE 595 h 2
RS EIFiENEIs

Dis :Nliabs(yd (i) x, (1)) (13)

h i=1
X, x, () T i R .

FRE PMU 20 (i Jo o TR) AN 25 2 A S8 AR (AR
AT SN AT IR O I s, A& S S E
LR P B K PR ARAE AN A Y, 5 A A
PIEE S P RMERAZEAKR, A Tie s

d =k, - Dis (14)
A,k RS REL.

IS R A, Ll R ok IE R BdE 1)
HEMEA B E L SRR, SIS E =
SRS IEA . — EURGIN P R A B )
TE NN R .

4 ETHFEERZEA REERNEL

W PR R, AR 2 ST S B AL
P AR, WS DE BT A R B A . i AELE
I wE 4 s

T BRI R AN SO ) R ) o
DWERATS I FR(E 1E2%E, NSOl — 0830k
) LA AT IN o 0 25 SR R R AR OR 25 (E
S SIS, B HEAAAEA REAR 4 B R4t
S VCEC IS 73 2 P PRI 224, DR S5 ) I
PMU ¥l 1E 1% . F1-T SCADA XRAFE % FE AR

Aoe A WA, ReeEUls PMU SIME
ZEAEAE R, X FIEHAEH GSA kT %,
W S ATAEAN A . 47 e A R B A7 & (e
i EEEE I I UCEC I s, I PR YR A 2
1K, SCADA 5% PMU H [ — A5 IME I T4
W, HEAE HAAEA R 2.

3 F|IPMUNISCADA[]-—
1 I ZE
v
B A TR
One-class SVMH|IB 535 11

TR R

AFAEBR A

T FHGS AL A FFIGIE
| |

A ELAR? i)

L
=

H LR R W PMU
I ] P 4 e

AN KRR

1 JRTRIEPN
FETTPMU/{EAR 22 HSCADA

| Frsocemu |

E 4 MREEERZRE
Fig. 4 Flow diagram of bad data mutual detection of two sources

BEREAIE D9 R K s DT AE R Z1 1 PMU Y5 &N
EREATAN R AR AT o Gt RSN 45 R W A7 AE B R B
P, AR I Z06 L R BRI PMU; 2R
W 25 SR 0 TR W B, 83K — IS 0 R (R R B
VNN SCADA. BB 458 HER I kA B H
£

P = (15)

M
Nf
M

B=4 (16)

X RHIWIERR, PR AL n 95K
IEAAIBAS BRI EG n, SRR IR Sk
FIA REAR NG N AN 230 g e
TR AN RN LI EAR AT LN S



_6- ® & AEY 5

V2SR N R R BT 0 M A PEAR
5 S5IIGIE

5.1 ¥EmE

BE TS B D B R AR SCER I PMU
SCADA HFGAZAS [ B A 77 VLA T BAIE
5.1.1 ZFEER SIS MR 51

HCE— o SRR LN SR ok F 5B
HL D5000 R 4E, LA 15 s [R] [a] B 2t a1 4d
PR SCADA 5 PMU 1F% FE SEIE . YIZRIHY
BUEH T OU R W # ZEE A REE R OCSVM i
Tk, 330 000 ZLEAREAE D INZRSE, P23 H
O3B TR PR I SR B . Ol T R A
WA, HTFZRNAREN, wERIEIEFRIA
3| 99% s IEARRELEF] 500 45 EPY, Ak
OCSVM NS Ew 5 g 7399100 0.004 9 55 0.487 1,
GRS 5. FFEHTA B ZdE R
(IR AR Fh [R5 s (R P YR S IR 2 . 5 RS
Brffdt, SCADA M4 KA 6] [ B4 1 min, 1fi
PMU &ME N SE N2 4E, h&EFD 25 4, % SCADA
SEE AT s B H 4G E A P # fe s —— L.

310

308 -

306 betrane™ e

MKV

304

5 A EENE

Fig. 5 Partial measurement value of training set

H T BAUE SRR AT, AR R %
AN B FEALIEE 10 Be K 60 min B 4 ik
£, BEE LN 0.3%MA R A, A s o i
G BB WL 2 Fror,

WAL PR S S A AN Rt R s

(1) BEFLAE PMU B8 SCADA ¥4 77 A=A B %8s,
A — 2 — T AR B, A7 AE YR AR [
I} H I 3 (R I 5

(2) BAE20%~ £ 50%[1) 1% 2 75 b Bt b
RREHE, Bl R,

(3) #EB4 PMU =MIEE “07, ALl sEprrh &
DU TR A 0 5

(4) WBIESAT T SCADA EIME AL, F5fl

Hts A RIE AL B E S SCIAE A e 2= I Ol
F 2 FTREUEIEEES)
Table 2 Part of bad measurement data (partial)

F DRI 18 e Hdi kv SR U RV
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Table 3 Result comparison between different algorithms

I P\/% P2/% R 1 min 205 T-4FE /s
ARSLT5 100 0.01 0.049 1
GSA 97 0.135 53.956 0
gk oCcSVM 100 0.165 0.0133
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Table 4 Comparison between different percentages of bad data

RG] PY/% Po/% RO 1 min $df T IIRER /s

0.1% 100 0.01 0.0517
0.3% 100 0.01 0.0552
1% 100 0.011 0.068 3
5% 99.05 0.012 0.156 4
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Table 5 Comparison between different timing errors

Kl 1 min B FEIFEN /s

Xﬁﬁ#i;:%/s Pl/% Pz/%

5 100 0.0111 0.782
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Table 6 Result comparison of SCADA detection
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Table 7 Result comparison of PMU detection

Jiik Pi/% Pa/% il 1 min - PERE /s
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