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Research on invulnerability for electric power backbone communication network
based on structural entropy
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(1. State Grid Gansu Electric Power Company Economics & Technology Research Institute, Lanzhou 730050, China;
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Abstract: It is of great significance to analyze the invulnerability of electric power backbone communication network for
evaluating the survivability of electric power communication network and formulating network protection strategies.
Based on the heterogeneity of complex networks and the topological structure of electric power backbone communication
network, the network node difference matrix is constructed. According to the characteristics of power communication
services, the network link difference matrix is constructed with regarding the link traffic as the link weight. Combining the
differences of nodes and links, the importance of nodes and the structural entropy of electric power backbone
communication network are defined. For a practical network, the simulation analysis of node importance and network
invulnerability under intentional attack based on structural entropy is carried out, and the results show that the method
proposed in this paper is more accurate and effective for electric power backbone communication network than other
comparative methods.
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Table 1 Link service traffic of power backbone

communication network

= A5 RO V45 i 5=/(Gbit/s) PHEL I B/(NV* 1 Gbit/s)
e (v1, v2) 5.120 5
e (v, vi1) 1.536 2
e3 V1, vi3) 2.122 2
ey V1, Via) 2.122 2
es (v2, v3) 5.120 5
[ (v2, va) 4.096 4
€7 (v2, v6) 3.622 4
eg (v2, v7) 4.096 4
€y (v2, v8) 4.096 4
el (v2, v) 3.584 4
ey (v2, Vie) 4.096 4
en (v3, va) 1.024 1
e (vs, v6) 1.024 1
ey (vs, v7) 1.024 1
ers (Vio, Vis) 1.536 2
el6 V10, Vi6) 1.024 1
err (Vi2, vi3) 1.024 1
ers (Vi2, Vis) 1.536 2
el (V1a, vis) 1.536 2
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Table 2 Comparison of node importance

JEAM A W £ Hft) ARSIk
TR A A A
He4 4 4
B ' gy R '
vy 0.142 2 0.105 2 0.101 2
vy 0.258 1 0.211 1 0.218 1
V3 0.034 7 0.053 4 0.062 4
V4 0.034 7 0.053 4 0.062 4
Vs 0.034 7 0.053 4 0.034 13
Ve 0.034 7 0.053 4 0.062 4
% 0.034 7 0.053 4 0.062 4
Vg 0.049 4 0.026 14 0.029 14
Vo 0.049 4 0.026 14 0.029 14
V1o 0.034 7 0.053 4 0.043 10
Vi1 0.049 4 0.026 14 0.029 14
Vi2 0.034 7 0.053 4 0.043 10
Vi3 0.034 7 0.053 4 0.043 10
Vig 0.034 7 0.053 4 0.053 9
Vis 0.114 3 0.079 3 0.070 3
Vie 0.034 7 0.053 4 0.062 4
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Table 3 Comparison of structure entropy
JE Sy At Wu g5H ATk
SR 2.470 2.602 2.591
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Table 4 Network structure entropy change value

after removing each node

T JES A Wu gt ATk
v 0.746 0.679 0.115
V2 0.807 0.782 0.156
V3 0.283 0.398 0.021
vy 0.283 0.398 0.021
Vs 0.283 0.398 0.033
Ve 0.283 0.398 0.030
V7 0.283 0.398 0.030
vs 0.465 0.239 0.051
Vo 0.465 0.239 0.051
Vio 0.283 0.239 0.059
Vi 0.465 0.239 0.072
vi2 0.283 0.500 0.064
vis 0.283 0.500 0.047
Vig 0.283 0.239 0.082
vis 0.680 0.500 0.095
Vig 0.283 0.500 0.027
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