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Research on protocol delay attack detection and mitigation model of smart substation based on
Markov logic tree and system brittleness analysis
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Abstract: Aiming at the problem that Precise Time Protocol (PTP) is vulnerable to be attacked in power internet of things
construction, and to overcome the inaccuracy of traditional Ethernet, an attack detection and recovery model of smart
substation is built based on Markov logic tree and system brittleness analysis. Firstly, the attack models are analyzed,
which are divided into threat model, attack tree and delay attack model, and the impact of different attack models on time
synchronization schemes is judged. Then, based on Markov tree and system brittleness analysis, the deviation of the
system is classified and judged, and the attack detection and recovery model is constructed. Experiments have verified the
effectiveness of the proposed scheme in the ideal situation and the actual engineering simulation angle, and the detection
and recovery index of the ideal model can reach to 97%. Compared with traditional attack detection and recovery schemes,
the proposed model reduces the computational offset on the protection side by 14.25% and the synchronization error by 35.43%.
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Fig. 1 Hierarchical structure of Markov tree

HEgS YL i ARG 2 AR i 1 2 255 1
X%, AHLT ARG PILRE AR R HERR e
J1o FERNRGIEH AT, fAHAERZ A



ik B, %

e Rz, I &N 2 WA AE ks, 76
KEERZETIT, REAFRDT A ERPiiae
WA ZES WAL ROKR UL, BEARSZ BRI D&
B RE, AT R, RZ,
AXRE A 52 B0/ Ty 2 A B R 15 i AR IA h ife
G510, A UM P S R T S e MR R S
i £ T A

X ZR GG 23 B A7 R DR 32 3 it
W PRI PR B R, PRI TR g5 ER A
Pem RG22 Bk R Yk R e
1.3 PTP &Y

PTP j& IEEE #3#fE 1588 H i SCIAIN ) f& 4l
W, IEEE ArifE 1588 5 F T+ 2% I A2 1) R S
FERI e RS P ks PTP A LIZEAL LR
WILE N IEE T M g AT, IF Honf RSB
T 1ns NFIPHE .

PTP foiF HATANRIRE RS, A€ PER 73 B 1K I
P RN BR R . EATARHT B, S T R IR AR
REMAZ, ERPUEMR, WS &AL
0 (10717 I R s (R S RIS e ] 2 o IR 4E
IRAF K- AL 1 PTP S 76 Mt e
IR ML 2 —, RS ARIEFPEHE, I
IRAFILIALISIA) 1, BECF] D B N BE S DR A7
W] 2o 2B 4% IHLL Follow Up 34 B RATIN ¢,
N TR YT AR 2 NV 2% o SCER IR IS )45 A5 2, B 3, FH
TN 0BG £ FRTERAT IR AEIR o I N
M B 0 ) B AR GE IR, fems AN T R 0 AT
Delay Req 1 Delay Resp i§)5.. Delay Req ¥\
I AIEFZMWUISS T 1L A R tg0 AR RE
SN, AR EAT IR AR, Wa(DPR,
VR AR AR AEIR T T Q) s B I B RS o5
AP EONAE T 2 I A% AR 2N G) ST Ny, I £ 0
to 73 NSRBI 1) BaR RS
NN R = e AT N P

SR M

Syne

A4 == t

Follnwiap‘ Tt

>

L

Delay Req

~~~—__Delay_Resp

I

4
2 EARPEELHR

Fig. 2 Basic synchronous information exchange
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Fig. 3 Model of attack tree
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Fig. 5 Detection protection model
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