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Design of network monitoring device for power dispatching data network at power station

WANG Yuning', WEI Xia', LIU Bo? TIAN Yizhi'
(1. College of Electrical Engineering, Xinjiang University, Urumqi 830047, China;
2. Urumgqi Vocational University, Urumgqi 830002, China)

Abstract: A network monitoring device is designed to improve the ability of the power station, which belongs to the
access layer of power dispatching data network, to make accurate self-judgements on network faults and abnormal
behaviors. Based on mirrored data monitoring technique, the device uses Ping to detect the data link on-off state of other
connect-to-network devices and Tcpdump to capture data packages. In addition, a task scheduler for multiple endpoints
monitoring based on non-deprivation static scheduling is designed. With the monitoring results of source and destination
IP addresses, communication time and amount of transported data, the monitoring device can make judgements on the
existing of abnormal situations such as illegal communication, data channel interruption and DoS attack. Testing results
have verified that the device is reliable and effective, and can make accurate judgements on network faults and abnormal
behaviors, which helps to enhance the ability of the power station to identify and control the working condition of its own
network.
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Fig. 1 Structure of network monitoring device

and its installation location
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Fig. 3 Transfer of endpoint state
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switch(endpoint_state){

case monitor_rdy:

if (act == tcpdump_on) {
endpoint_state = monitoring;---- - }
case monitoring:
if (act == tcpdump_off) {

endpoint_state = monitor_over;------ }}
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Fig. 5 Flowchart of polling analysis
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switch(endpoint_state){

case monitor_over:

if (act == analysis_done) {

endpoint_state = monitor_rdy;
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Table 2 Common detection result of datalink and error causes
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