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Vulnerability analysis of power communication network based on invalid proximity of edge

LIAO Yiming, LI Shanjun
(School of Electrical Engineering and Information, Sichuan University, Chengdu 610065, China)

Abstract: Vulnerability analysis of power communication network has important significance to ensure the safe operation
of the power system and strengthen the network robustness. First, power communication network model is built. Based on
the network business layer, network transmission layer and physical layer index, the vulnerability assessment and analysis
model of power communication network based on the degree of destruction and network loss is established. Then invalid
proximity of communication nodes and edges then can be got by analyzing the indicators such as proximity degree of
services' invalid, bandwidth proportion and physical failure probability of communication side. Finally, the vulnerability
value of nodes and edges can be got by combining with the loss degree of the system after the failure of network
components. The vulnerability analysis of communication network is completed by taking the IEEE-30 node system as a
simulation example. The results show that the length and service allocation scheme of communication links are closely
related to the vulnerability of power communication network.
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Fig. 1 Trend graph of comprehensive proximity
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Fig. 2 Topology graph of IEEE30 node system
x1 BEUER

Table 1 Communication edge information

W KE/km  #FE/Mbs b KRE/km  4¥4#/Mbs
1 148 155 20 72 1250
2 216 155 21 180 1250
3 412 155 22 72 1250
4 85 155 23 27 1250
5 300 155 24 180 1250
6 144 155 25 32 1250
7 76 256 26 32 1250
8 140 256 27 205 1250
9 135 256 28 110 1250
10 70 1250 29 95 1250
11 90 1250 30 101 1250
12 56 1250 31 102 1250
13 156 1250 32 86 1250
14 118 1250 33 223 1250
15 122 1250 34 233 1250
16 86 1250 35 142 1250
17 143 1250 36 68 1250
18 156 1250 37 320 1250
19 338 1250 38 110 1250
F2 IHER
Table 2 Service information
W NERMT/ms EERE HARKEbit i 5E/kbs
S1 5 0.354 6 1625 2000
S2 20 0.1859 1500 1 000
S3 15 0.1354 1650 500
S4 20 0.163 2 1700 2000
S5 30 0.062 3 1450 500
S6 10 0.098 6 1550 2000
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Table 3 Service distribution
NZ NV 55 5AE T AR

St (1,3)(1,2)(2,1)(2,5)(2,4)(2.6)(3.1)(3.4)(4.3)(4.2)(4,6)(4,9)(4,10)
(4,11)(5.2)(5.7)(6.4)(6.7)(6.,2)(6.8)(6,15)(6,12)(6,16)(6,17)(6,17)
(6,22)(7,6)(7,5)(8.22)(8,6)(9,4)(9,10)(10,9)(10,4)(11,4)(11,12)
(12,11)(12,6)(13,14)(14,13)(14,15)(15,14)(15,6)(16,6)(16,17)
(17,16)(17,6)(17,6)(17,19)(18,19)(19,18)(19,17)(20,22)(20,21)
(21,20)(22,20)(22,23)(22,24)(22,8)(22,6)(23,22)(23,24)(24,23)
(24,22)

S2 (2,25)(3,25)(4,25)(5,25)(6,25)(7,25)(9,25)(10,25)(11,25)(12,25)
(13,25)(14,25)(15,25)(16,25)(17,25)(18,25)(19,25)(26,25)(8,26)
(21,26)(20,26)(24,26)(23,26)(22,26)

S3 (1,25)(2,25)(4,25)(5,25)(6,25)(8,25)(2,1)(1,2)(5.2)(2.5)(6,6)(6.8)(
4,2)(2,4)(6,5)(5,6)

S4 (1,25)( 2,25)( 3,25)( 4,25)( 5.25)( 6.25)( 7.25)( 9,25)(10,25)(11,25)
(12,25)(13,25)(14,25)(15,25)(16,25)(17.25)(18,25)(19,25)(26,25)
(8,25)(21,25)(20,25)(24,25)(23,25)(22,25)( 8,26)(21,26)(20,26)
(24,26)(23,26)(22,26)

S5 (1,1)(2,2)3,3)(4.4)(5,5)(6,6)(7,7)(9,9)(10,10)(11,11)(12,12)
(13,13)(14,14)(15,15)(16,16)(17,17)(18,18)(19,19)(8,8)(21,21)
(20,20)(24,24)(23,23)(22,22)

S6 (1,1)(2,2)3,3)(4.4)(5,5)(6,6)(7,7)(9,9)(10,10)(17,17)(18,18)
(19,19)(26,26)(8,8)(21,21)(20,20)(22,22)
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Fig. 3 Service load on the communication edges
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