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Cyber-physical system defense strategy considering loaded false data injection attacks
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Abstract: In order to achieve the higher security level of power system in context of cyber-physical fusion, the detailed
procedures of attacks and defenses are studied in this paper based on the three-level framework of game theory. The
optimal defense strategy and the minimal load loss expectation under the limited defense resources are also investigated.
Firstly, the optimal defense strategy is modeled in the upper defender model to reduce the vulnerability of power grid.
Then, the middle attacker model is established to maximize the attack effects. In the lower-level, the optimal dispatch is
used to reduce the attack loss. To solve the problem efficiently, mixed integer programming method combined with

traversal thought based genetic algorithm is employed to calculate the optimal results. The feasibility of the proposed

approach is validated through a benchmark case study.
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Table 1 Generator parameter

LA 1 2 3 4 5
Rl 1 2 3 6

BNEYIH 1MW 0 0 0 0 0

BRBEHH MW 200 50 30 50 20
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Table 2 Generator attack simulation results

KNGS 1 2 3 4 5
RATRHUR/MW 10251 74.67 94.68 72.87 75.47

*3 ABREZIWERTESR

Table 3 Transmission line attack simulation results

it BRHTHR/MW Lk BT/ MW
12 86.43 7-8 68.67
1-5 58.13 7-9 61.09
2-3 103.81 9-10 62.81
2-4 79.52 9-14 60.94
2-5 47.77 10-11 46.34
34 52.57 12-13 61.93
4-5 69.07 13-14 60.98
6-11 63.32 4-7 64.28
6-12 5837 49 60.94
6-13 56.99 5-6 65.73
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Table 4 Generator resource allocation strategy D, ., =300
RN B A U HHER AT /MW
1 187.71 84.12
2 0 74.67
3 112.29 84.12
4 0 72.87
5 0 75.47
F 5 LPHEEIRSERE D, = 500
Table 5 Transmission line defense resource
allocation strategy D, ., = 500
wge w0 e o
BUR/MW HUR/MW
1-2 113.05 76.72 7-8 0 68.67
1-5 0 58.13 7-9 0 61.09
2-3 286.95 76.72 9-10 0 62.81
2-4 100 71.57 9-14 0 60.94
2-5 0 47.77 10-11 0 46.34
3-4 0 52.57 12-13 0 61.93
4-5 0 69.07 13-14 0 60.98
6-11 0 63.32 4-7 0 64.28
6-12 0 58.37 4-9 0 60.94
6-13 0 56.99 5-6 0 65.73
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Fig. 4 Load loss curve under generator attack

110

100
90 I
]

AN
AN

60 -

HE AR MW

]
TT—m

—

e

I 1 I 1 1 1 1 1 1
0 200 400 600 800 1000 1200 14001600

B
Bl 5 LERId At iR 2k

Fig. 5 Load loss curve under transmission line attack
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