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Effect of SCADA-oriented cyber attack on power system reliability

DING Ming, LI Xiaojing, ZHANG Jingjing
(School of Electrical and Automation Engineering, Hefei University of Technology, Hefei 230009, China)

Abstract: The operation and control of power systems are increasingly dependent on the Supervisory Control and Data
Acquisition (SCADA) system. By attacking SCADA, an attacker can manipulate the information or reconfigure the
device parameters to trip the circuit breaker. This paper considers several common ways to attack SCADA to trip the
circuit breaker, and uses the attack tree model to evaluate the success rate of different attack scenarios. On the basis of the
conventional reliability model of the circuit breaker, and considering the influence of SCADA cyber attacks, a revised
forced outage rate model of the circuit breaker is established. Non-sequential Monte Carlo method is used to calculate
power system reliability index. IEEE-RTS79 system simulation is used to analyze the influence of different attack
scenarios on the reliability of power system, which verifies the feasibility and validity of the method.
This work is supported by National High-tech R & D Program of China (863 Program) (No. 2015AA050104).

Key words: cyber attack; SCADA; circuit breaker; attack tree; non-sequential Monte Carlo

0 3l

b (S B HARNH T REMSA T, H
DR G AL — ARl W RIS 48 I A 2 K
240, B R AE 5 i (SCADA) R GiE A ) &
S (P EE WA 4%, A e ) R e U AT
FEPERIRINT, 2 Wt (s e H bR, A REIE
N ARG E R A RE L5k, B, 2015
12 H23 H, By EHZK M SCADA 22455
i, RIS I X IRIGE A K S 515
W 2 Brtiads ) A e i, ol T FSE RN )

HEEMB: BRSBAFALEITR] 863 i+X]) KB A
(20154A050104)

ZoER, Pk, 1AL SCADA 32 MZ8 it L &
GenlSEME s AR EEE, A3 T8 SCADA [
SSIAT, IF ELA Rk X s VIR SR EURE N () 7 A
it

A Y AT R g ] SEMERIME BRG]
SEVEMIVPAS VRS A A SR SRR OO 2 i
Hl b, BHERFESEERGME, Mg
X RGeS, E NS EH DA IR
THWEF . SCHER[7-81 I B . Petri W AT F
SCADA [PJEEBLRIPEAS, T — A sy s
SEM AT S R AR A A i) SCADA ‘224 HE
R, A0 SHE B P ST T R ) SR A i 11 e A
Bl AL SCERIOTHE Bt $c Boi i scdb AT X 47
XFHLT) SCADA NGS5t EAT & 543 #rs SCHR[10]



_38- @A &R B R

R CBERL Petri M (GSPN)%F SCADA it /9 2% 27 4>
HEAT T WES9 VRN o SCRR[11-13150 45 T /M5 B4
RS RGN SEIEA S Ptk S R A 317V
SCHR[14-151 8 T HiIfE R R A TRE. - IRAR Gt
KA B-FLAE O R A &R G T SRR (H2:
HTEERGEME N RENAZH R, bl
PR RFE—20 08T, BT LA 4 et v &R e ] 5
PERZI I FRAE THRE I By, BB AN R
WA 5%,

ASCHE T WL R G552 W 4 Bk 5w ftg— i i
TS St—I Tl Bl SCADA SIZHL K i 2 TG
BBk H AR 5T TSIz H bR IR DL
2, FLVRA FH B AT 1 A 5 ek s 1 Rl D) %
E0f 11 T 2 R AT SR AR R A 5 8 SCADA
Z WS B R Rg e, ET W R AR I S i {5 s
FRER, fej5, UL IEEE-RTS79 R4k, fiiHAE
7 3R SR RIS A T T RS, AN
Yeitidgy sen vy KRG T FEVE MY, BGUEA L7
AT S AR

1 SCADA 5MEWEHH N

1.1 SCADA HY4E#

SCADA "1, %) uhc & AL ey, (LK
P T IE R R R4 L UG(RTU). RTU BT
RS T A EC R, IR e P sk
WUSAR S, AL R G IR R N R
55 A ANHLF T (EMD AL B, T8 31 W AR 61
(0 H IR ol 4208 3k iy o A B 25 i 25 128 B 1) RTU
PAT, BATIE RTU AT 45 IR S 1R 0L .

Wik 1 fR, SCADA IR Mg, il
U RIS FEL S 2 TR RIS 25 . AR L 3 2h ik R4
S AR e B R FH A X 8 2 A ) s ]

FEFNE B
I Jf )L.I* T Ui ek

|
! I
| HML %% S I
| SCADA I i
! I
! I
! i

1

[ 1%
; i g ek 2L
e
i 7 B |
T ] W% 24 |
| 1 45 5 Hyi RTU RTU HMI !
I |
| &) ?@ & 3y % &) |
: -fg_:ﬁ_'_-,;l._l‘.\'l-l'i.? : ...... "'};'hs‘l'. i :
[ r 3 I g : .
| 1 | |
l § Ll @ !
: IED IED i : |

IED  IED Al !

1 SCADA ZEH[E
Fig. 1 Structure of SCADA

HATAERRURY, W REIE ) RS 7 AR BRI £
DI
1.2 SHHEESE e ki Y S I IEH A

BT I s T WhRE K ) 1) L X s U S
Tt OISy gl 7 ek dn el R SCADA & 4144
(P A B ) 42 ol DR 4 v 8 ot Bk vl i 4
T 0T % A% e WSk ]

1) ekt

Bt Gei Wi By K 5 Jm gt i ik iy 14144 7
EVTR AL B R N B 45 o i 2%
B, BRI AR N ) S IR 55 KA i 9 28 1 = A LA
5545 o TN RS54 fe e B m) HoAth ik 4% i
-, IR IE A M NAZ B H bR N RS54
TARMEEAE, TR TR A ok 21 HoAth 2 7 g
B HMILe 3RAFR 55 ARG, kil iy 2 v]
DL IE 3k i i Ak B 2% L 42 O a2k B — AN AR L Y
RTU 47

2) B il Ao -5 A B 2 T (A1 D 4%

T 37 e s ) O AR AR L 2 R R A Y 465,
BB e e M 2 h e e g r e #% . B
i, ORI SRR,
T 1 e AR R e — L8 E RS, X e
PR IEFPR ST . B S i & B
AR, S ERERE T REA IR T I HORIEAIE
iff (1) il oy 2 21 4% FEL S

3) Vj il 2 HLst HMI

Yok A TP Al 3 TR, U0 — AR
sl NGB FR Gt 11, AT RS T Bl g 8 h et
G AN A, TR LU R AR
W26, PRI TP A48 T A P 8 H T A sl FH
FHIANAZ o SR st FH 2 107 ) AR Haseli HMIT, - )
—ANERZ ANk HL AR R IE B R A A

4) Jjln) RTU

W IRAT— AR A S, n DLRAAR
PO (R N 2V A R B o SRS 5 % B
HRARE TR A LA 34 ] FH R AR T e e . — HLE SR
WTEMESRAT R it 5, A mT LA FH 2 0 i i g )
WA R S . T2 RTU BEMS R i 2s,
Jr LAEATAT DAZEBEA VAR 00 R 3 vs il dnSmT
PLEE# RTU B HAIH RTU 199w, BT
DLFEHIE RTU WA 4k HE 25 B T FEph AT — Le e
B b fR BT A T B ek I

5) Vi I ARI 4k HL g

Yt e vs AR i sk M 4% e, T BEJCiE IR
PGt A5 A FH BRI R AL g % hs, Bt
AT DASRAFN Rk HL 88 IR A V7 1) A2 4k L 2%



18, %

17 1] SCADA [ /4 28 Z ok xof 1L g 28 48 v SEVE (¥ 52 )

2 T SCADA RIMB I T2t

2.1 BEREE

1988 4, 5 [H [ 7 &R AE & TR ML bR it
U, AT T BRI R N 25 Mok . Schneider
2 Bl B i RN 5 ] S Pk I I P ) e s g v
AR, PRGNS . BehR e se b gl
UEBEAMESTEMWT . 2T g RAEEIRE ) iR 5
=P

B4 iy KR O I R R B e 2 8
M R R e S IR B BT H ks, M5 R
2 B R — B 22 R AT O, BRI R R
o] DASEER ) LEAR Y SR Z R B+~ Hbr . I
B Y ST U2 S (and) 1Y AL B (or) T . and
RN TAF I s B B D 75 AL and 1Y AR
NI 4 SO B A Y) o T RN TAE

UG ok i Ak L
&k ) Ay 4

<

G2:3E A FE
QL‘/\'\UH &3 2J

G3: AR A
FAR A K 4

PALENS
1A T3 9 VA S

[RESE

N

-39 -
O =255

Y RS Tl H /e B — AN S ) o
and 11 (U or T R EIER R A 2 B

q!!.

SRR

(@ “57 (b) “Bl” 45

and

2 WHR R “57 TR ‘87 Tim

Fig. 2 The “and” and “or” node in attack tree
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