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A new method of information quality analysis of power grid dispatching
automation system and its application
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2. State Grid Jiangsu Electric Power Company, Nanjing 210024, China)

Abstract: Information interaction of power dispatching automation covers the process level, the bay level, the station
level, the loop between the substation and the main control station, loop between two main stations, etc. The information
communication standard of each section of different applications has its own quality code. It perfectly interprets the IEC
series of standards and the domestic power industry standards on the code of information quality. It analyzes the basic
principles of IEC series standard (IEC 61850, IEC60870-5-104, IEC60870-6, IEC 61970, etc.) based on IEC 62361-2 and
domestic electric power industry standard (DL476) on information quality code from the perspective of interactive
information quality of control data. Based on the application of basic data by intelligent power grid dispatch and control
system, the principle of data interactive compound information quality processing is put forward. The rules of information
quality mapping between different communication protocols in interactive process of control data are analyzed in detail.
Finally, based on the application of information quality, a new method of checking the information is proposed based on
the substitution of service.
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1.1 IEC61850 MRIFE

IEC61850 /ity it/ B B4 Zdin A3 3 1k (validity)
A4k it Jii(detailQual) . Hifs Ui(source) Mi(test) &
FEAE 03 18 (operatorBlocked) 55 @ 4, Wik 1 fiow,
P M55 good(00). invalid(01) & questionable
(D) =3, g4k i i B 36 % H (overflow) . ¥ [
(outofRange) « ¥ & #E {f (badReference) . FI 3]
(oscillatory)~ “K#f((failure). [H%#(oldData) A—
£} (inconsistent) 5 A~ # ffi (inaccurate) 55« . HH A5 2L
PEV BmdE . MK AR 53 PRBUE A BT, A
B S AR BUR A OCI, W Z RIS R R 2
FoRe

% 1 |EC61850 mfRIE 2 LA
Table 1 IEC61850 quality information type

i o JE A =k
A X (validity) Mz I ok T e
A1k & 5 (detailQual)
¥ H (overflow) TS G A false
5 [l (outofRange) Aii IR g false
WL {1 (badReference) Aii IR G A false
$}8l)(oscillatory) (WS i false
KA (failure) (VS 2 false
IF$5# (oldData) i IR B A false
A% (inconsistent) i IR g false
AKffi(inaccurate) AR Bl4s 2 false
. . R AR
K (source) e Bk R
ik (test) AR BAE i false
4 51 418 (operatorBlocked) TS g 2 false

%2 MILmBREMBYERRIKXF
Table 2 Relationship between detail quality and validity

AL 5T TR nl5E

i i (Overflow) v
G [Hl(OutofRange) v v
PRIEHE(E (BadReference) v v
$17))(Oscillatory) v v

A (Failure) v
IA%4i(Olddata) v
A—F(Inconsistent) v
A ffi(Inaccurate) v

1.2 IEC60870-5-104 @fRIEE
IEC60870-5-104 /it Fifor T 5 A5 B AU
DS N 72 (VAR =) SN P (VA (VA= =7 31 Y = e s e b e
JRALALHE IV TCRA . NT AR FHEA7L. SB R HAL
f7+ BL B K OV i A A%, S84 o A 35
IV R NT B4 H1EA7 . SB B HUARAT A BL ¢
BT, Hodr T TEST A7 G055 76 M AR 45 £ i1
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Table 3 IEC60870-5-104 telemetry quality attributes

IEC61970 M IEC61850 4k7k T S g, I
P (validity). ¥ it (overflow). #EYEH(OutofRange).
WA (Bad Reference). #}3)j(Oscillatory). K24
(Failure). |H¥##5(01d data). H]%E(suspect). Mlik(test)s

b T ik I8 (operatorBlocked) K5 (source) MRS A 1155
R TV TR A (Invalid)/ fie(estimatorReplaced)5s, H:H1 estimatorReplaced A
SEpIS UL N . ..
H(Valid) #& IEC61850 [ 5 JFifvr o
SR NT S AT (Not Topical) {1 1.4 IEC60870-6(TASE.2)@/RIER
(Topicah IEC60870-6 HiL 5 I $ 4i dh o3 40 45 A 2%
#hJ SB MR jt;ﬁggu:n?t:z N (Validity) ~ 4 @ ¥ (CurrentSource) « IF ¥ &
X (Not Substitute N
H B (Blocked)/ (NormalSource) [ 1L 7 {fi(Normal Value)=% , % J& VAL
T BL B s BiA ) PN _ —
B A K FH8(Not Blocked) B XA 5—3R 8 fin. .
q e o . ‘iﬁﬁ(OVerﬂow)/ i% 5 TASE2 ﬁ&&'|‘i%'|‘$1ﬁ
G OV it i i (No Overflow) Table 5 Validity property value of TASE.2
A3 R R TEST 47 WR(1)/3217(0) B3 (Validity) ik
2(VALID HHR L AT
% 4 IEC60870-5-104 1215 RRE M fﬁ (VALID) . iﬁ;ﬁzi }
W (HELD IR W R
Table 4 IEC60870-5-104 remote signal quality attributes A ) " HIRTE A\ ’
y— oo A 4E(SUSPECT) HR AT ) 3
e e FA(NOTVALID) I
e JeRi(Invalid)/
R IV A s
FH(Valid) % 6 TASE.2 HATiEE A
AN 2 AL AT (Not Topical)/ i {fI(Topical) Table 6 TASE.2 current source attribute values
. , AR (Substituted)/
% SB #HARAT o ] MY (CurrentSource) ik
JEHUAR(Not Substituted) — - —
- FEJI(TELEMETERED) HEHR A R 7 T =
4 BL BB B Bl (Blocked SRR T IR
fi i & 4 (Not Blocked) {1 (CALCULATED) - :%t
(RSB IR TEST £ WIR()IEFO) R
i A\(ENTERED) LGN PR NI 1PN
==Y g B RS A (B R A
1.3 1IEC61970 mIRIEE N o - {5+ ESTIMATED) iﬂzwnamﬁ »+f1<fﬂJM:
IEC61970-301 ¥ & T & Wl {5 it & K i)

(Measurement Value Quality) H k& R fb iif5 &, K
H 32 fidifiik, oA 0-10 47 AR s B3k, ff
I IEC 61850 (1)t Jit, 5 11-15 iR H T Lls
R, H516-31 {7 EMS N . Wik 2 s,

Quality 61850

=<Enumeration=>

B alidity : Validity = GOOD Validity
W8oweiFlow : Boolean {tram Doenain]
BcutDfMange - Boolean Bcoon
adReserence | Boolean E.
Wgoscillatory : Boolean |

gtailure - Boolean

@dﬁma Eoolean

gésuspect : Boolean

\test | Boolean = FALSE
;;éupmmralucksd : Boolean = FALSE
source - Source = PROCESS
gsnmararﬁepia:ea Boclean = FALSE

<<Enumeral..>>
Seurce
i Domasny |

"_.:&'Rocsss |
L]

Me zsurem ent'alueQuality

2 IEC61970 M IEC61850 45 f
MeasurementValueQuality & 1%
Fig. 2 MeasurementValueQuality attributes of
IEC61970 inherited from [EC61850
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Table 7 TASE.2 normal source attribute values

IF 7 Ji(NormalSource) i3
J&M(TELEMETERED) HCHE R EL INZE 77 18 0 37 T I M i
. HH (1 T AR (i
1 $1(CALCULATED) o
TR
41 N\(ENTERED) HA A E 5 e A RN
. HHE A B 1 A T R (9 R
fti1H(ESTIMATED) .
A5 TE#%)

%= 8 TASE2 EEEE4E
Table 8 TASE.2 normal value attribute values

1E % 5 (Normal Value) ik
IEH (NORMAL) 1% BB Z S U T L

N IEH# (ABNOMAL) 1% W AE AT W % S S U T

1.5 DL476 mER{ER
DLA476 brUEE T HL ) R G0 S E i A v
L, BTSSR 8 RN, & XK 3 Bn,
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Fig. 3 DL476 quality code definition

% 9 DL476 [RETE X
Table 9 DL476 quality code meaning

hr ¥ a2 X
bit 7 Py
bit 6 0 FR KR
1 2R R A
bit 5 0 FR BT
1 FORZER A
bit 4 0 RN HHR ARG 5
| BRI e i
bit 3 0 FRZEAR I B RAE
1 KRz N T B 5
bit 2 0 R HRA AR A 7
| R AR A
bit 1 .
bit 0 sy

2 BEHERERER MRS

AR R YR A R A EL A o TR A TED 213745
HULNE 2 ) AR, S TS 2R H T L T A T
SN H RS [R AORRAER S [ 1 5 R
[ BRI S b o o () ol RS T 5 08 A3, R
TE A i A S a5 55K T
Fi N FWE Y IEC61850 55 IEC60870-5-104 i Tt
IEC60870-5-104 5 IEC61970 /i JFitf. IEC61850
5 IEC61970 5 JiL &% TEC61970 5 IEC60870-6
(TASE.2)/i i s
2.1 IEC61850 5 IEC60870-5-104 & fRAR ST

IEC61850 /i K 13 fiioRn, L IEC60870-
5-104 G IR S, MBS 10 F13 11
7, Hid IEC61850 414k i )i (detail Qual ) {E A PR JEHE
ffi(badReference). #l#)j(oscillatory). 2% (failure).
IH %4 4 (oldData) « A~ — E (inconsistent) A A ¥ fiff
(inaccurate), J0i2: 55 IEC60870-5-104 HEAT—— Wi},
PSR 2 4040 FURIAT RUcHE (validity) & B DG R,
XS an fk b R A 4 M validity B S F
IEC60870-5-104 15 B st 5T, AT F AR IE J5 i i hs
F AR IAE K. BT IEC60870-5-104 FxifE
TEST iUt & 75 oehniRAT, e s Bk
AR, EHF AR, X Rl E R

AR S I VE AL, TEST Anx T4 ik 28
BB, WHEE UK TEC61850 ) TEST Ar it £
IEC60870-5-104 [ JCALAT
% 10 IEC61850 5 TEC60870-5-104 1B {51 T RBR 5T
Table 10 Remote signal quality mapping between
IEC61850 and IEC60870-5-104
IEC60870-5-104 /& it

TEC61850 /i JiihY

validity ¢4 00 IV {2 0
validity {14 01 IV {0 1
validity {50 11 NT 54 1
source {H 4 1 SBAEN 1

test fE 4 1 IV{ER 1
operatorBlocked {E 4 1 BL {4 1

% 11 IEC61850 5 TIEC60870-5-104 1% 18 & B AR &t
Table 11 Telemetering quality mapping between
IEC61850 and IEC60870-5-104

IEC61850 fin Jiifith IEC60870-5-104 & Jfifid

validity E4 00 IV {EA 0
validity {E4 01 IVAER 1
validity 24 11 NT {24 1
detailQual.overflow {4y 1 OV ik 1
detailQual.outofRange fE 4 1 OV A 1
source {4 1 SBHA 1

test {EN 1 VAN 1
operatorBlocked {4 1 BL {H4 1

2.2 IEC60870-5-104 5 IEC61970 5 ARt

IEC60870-5-104 5 TEC61970 i Jit Wb i 12
fi7R, TEC60870-5-104 /& Jiiln) TEC61970 i st
AEAE—A b U8 P LS 381 2 A St T P S L

% 12 1EC60870-5-104 5 IEC61970 S fRAR 5T

Table 12 Quality mapping between IEC60870-5-104

and IEC61970
IEC61970 & J5ihis

TEC60870-5-104 i J5

VAN O Quality61850.validity {4 00
IV R 1 Quality61850.validity 154 01
) uality61850.validity {& 4 11
NT {4 1 Quality yE
J% Quality61850.0ldData {& 4 1
) uality61850.validity 184 01
OV N 1 Q y Y .
% Quality61850.overflow {4 1
SB A 1 Quality61850.source {5 % 1
BL 1 1 Quality61850.operatorBlocked fE 4 1

2.3 IEC61850 5 IEC61970 S FRARET

IEC61850 5 IEC61970 /i FILE 4n# 13 fiw,
IEC61970 47K T IEC61850 & Ji & 7k Quality61850,
AIEA TS — By, Hrf IEC61850 i itht
inconsistent 1 inaccurate 7£ IEC61970 HAfE4E, [A]
it TEC61970 HAG IEC61850 " ASAEAE I b it
Quality61850.suspect.
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% 13 TEC61850 5 TEC61970 &hfRARET

Table 13 Quality mapping between IEC61850 and IEC61970

IEC61850 /i Jiihid

IEC61970 1 5ihid

validity {H 00
validity {E>4 01
validity {4 11
overflow
outofRange
badReference
oscillatory
failure
oldData
inconsistent
inaccurate {54 1
source
test

operatorBlocked

Quality61850.validity {£ >}y 00
Quality61850.validity 1& 4 01
Quality61850.validity {8 4 11
Quality61850.overflow
Quality61850.outofRange
Quality61850.badReference
Quality61850.oscillatory
Quality61850.failure
Quality61850.0ldData
Quality61850.suspect
Quality61850.validity {8 4 11
Quality61850.source
Quality61850.test
Quality61850.0peratorBlocked

2.4 TEC61970 5 IEC60870-6(TASE.2) R ik &

IEC61970 1 TEC60860-6(TASE.2) i Jit it &
TR AR R, AT IR 14 R, o
Quality61850 44k &t Gt iR 45 validity J& 1 I 55 B
TASE.2 [¥J Validity {4 NOTVALID 5, SUSPECT.

%< 14 IEC61970 5 TASE.2 & /RBR Gt

Table 14 Quality mapping between IEC61970 and TASE.2

IEC61970 & J5ihis

TSEE.2 i J5ihY

Quality61850.validity {& 4 00
Quality61850.validity {£ 01
Quality61850.validity {8 11

Quality61850.overflow

Quality61850.outofRange

Quality61850.badReference

Quality61850.0scillatory

Quality61850.failure

Quality61850.0ldData

Quality61850.suspect

Quality61850.source 154 0

Quality61850.source 1 1
Quality61850.test {H 4y 1
Quality61850.0peratorBlocked

Validity {E5 VALID
Validity {4 NOTVALID
Validity {65 SUSPECT
Validity {55 NOTVALID i,
SUSPECT
Validity {55 NOTVALID 1§,
SUSPECT
Validity {£ 5 NOTVALID 1§,
SUSPECT
Validity {£ 5 NOTVALID 1%,
SUSPECT
Validity {£ 5 NOTVALID 1%,
SUSPECT
Validity {55 NOTVALID &,
SUSPECT
Validity {55 NOTVALID i,
SUSPECT
CurrentSource {H 4
TELEMETERED
CurrentSource £ ) ENTERED
Validity {4 NOTVALID
Validity {6’ HELD

2.5 [EC61970 5 DL476 GhfRBRES
IEC61970 5 DLA76 it Jiimss Wik 15 fivk,
" Quality61850.validity 4 1] %¢ & Quality61850.
operatorBlocked JGikMLS £ DLA76 ¥ it Jithy, 401k
i UE A 1 WL 21 DL4A76 HIEds oAk
% 15 TEC61970 5 DLA476 SRR ST
Table 15 Quality mapping between IEC61970 and DL476

IEC61970 i Jiiit DLAT76 i 5t
Quality61850.validity {& 4 00 JIETE bit 5 4 0
Quality61850.validity 12 01 JIETD bit 5 4 1
Quality61850.validity {8 4 11 —

Quality61850.overflow {& % 1 JHETD bit 5 4 1
Quality61850.outofRange {54 1 JHETD bit 5 4 1
Quality61850.badReference {4 1 Jﬁ%ﬁ% bit 5 /J 1

Quality61850.oscillatory {4 1
Quality61850.failure {E 4 1
Quality61850.0ldData {4 1
Quality61850.suspect {E 4 1
Quality61850.source {E 4 0
Quality61850.source {E 4 1

Quality61850.test {54 1 Jﬁ% i bit 5 /J 1
Quality61850.operatorBlocked —
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Fig. 4 Substation regulatory data interactive synthesis information quality process flow and rules
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