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Analysis of power telecommunication network vulnerability based on link used rate

YIN Jun', LI Guiju’, HUANG Hongguang®
(1. State Grid Xinjiang Information & Telecommunication Company, Urumgqi 830018, China;
2. School of Electrical Engineering and Information, Sichuan University, Chengdu 610065, China)

Abstract: Assessing the network vulnerability and finding out the weak links of network are the important basic work to
keep the normal and reliable operation of power telecommunication network. On the basis of predecessors' research, a
method of power telecommunication network vulnerability based on link used rate is proposed. Firstly, the vulnerability
of topology structure is analyzed. Then the main parameters of network operation are ascribed to the link bandwidth. And
the analysis of network vulnerability based on link used rate is made to find out the network weak spot. Finally, the
topology structural vulnerability is combined with the operational vulnerability to calculate the vulnerability of power
telecommunication network as a whole. And through the analysis of a network with 14 nodes, it can get the nodes fragility
and the whole vulnerability of network. Then the research method of power telecommunication network vulnerability
based on link used rate is verified.
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Fig. 1 Topology of power telecommunication network
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Table 2 Link available bandwidth B and bottleneck bandwidth C of electric power communication network

TR 1 2 3 4 5 6 7 8 9 10 11 12 13 14
1 0 3/8 0 3/8 0 0 0 0 0 0 0 0 0 0
2 3/8 0 0 0 0 0 0 0 0 0 0 0 0 0
3 0 0 0 3/8 0 0 0 0 0 0 0 0 0 0
4 3/8 0 3/8 0 5/10 0 0 0 0 4/10 0 0 0 0
5 0 0 0 5/10 0 0 0 0 0 0 0 0 0 0
6 0 0 0 0 0 0 5/10 0 0 0 4/10 0 0 0
7 0 0 0 0 0 5/10 0 3/8 0 0 0 0 0 4/10
8 0 0 0 0 0 0 3/8 0 3/8 0 0 0 0 0
9 0 0 0 0 0 0 0 3/8 0 0 0 0 0 0
10 0 0 0 4/10 0 0 0 0 0 0 2/10 5/10 0 0
11 0 0 0 0 0 4/10 0 0 0 2/10 0 0 0 0
12 0 0 0 0 0 0 0 0 0 5/10 0 0 5/10 0
13 0 0 0 0 0 0 0 0 0 0 0 5/10 0 5/10
14 0 0 0 0 0 0 4/10 0 0 0 0 0 5/10 0
e RPN VR b RIS A G, I e LRI A 2 Z IR B/C Dy 3/8, iR ERIIAES 3, B B 8.

% 3 B IBIE MM 8] B fE 55 1 RE I

Table 3 Vulnerability matrix between two points of electric power communication network

Vi 1 2 3 4 5 6 7 8 9 10 11 12 13 14
1 0 3750 | 3750 3750 3750 6591 6364 6346 6333 5000 6818 5682 5909 6136
2 3750 0 3750 3750 3750 6538 6346 6333 6324 5000 6731 5769 5962 6154
3 3750 | 3750 0 3750 3750 6591 6364 6346 6333 5000 6818 5682 5909 6136
4 3750 | 3750 | 3750 0 5000 7333 7111 6364 6346 6000 7556 6444 6667 6889
5 3750 | 3750 | 3750 5000 0 7273 7091 6346 6333 6000 7455 6545 6727 6909
6 6591 6538 | 6591 7333 7273 0 5429 4583 4773 7429 6286 7143 6857 6571
7 6364 | 6346 | 6364 7111 7091 5429 0 375 3750 7143 6571 6857 6571 6286
8 6346 | 6333 6346 6364 6346 4583 3750 0 6250 6389 5833 6111 5833 5556
9 6333 6324 | 6333 6346 6333 4773 3750 6250 0 6364 5909 6136 5909 5682
10 5000 | 5000 5000 6000 6000 7429 7143 6389 6364 0 7714 5429 5857 6286
11 6818 6731 6818 7556 7455 6286 6571 5833 5909 7714 0 7429 7143 6857
12 5682 | 5769 | 5682 6444 6545 7143 6857 6111 6136 5429 7429 0 5429 5857
13 5909 | 5962 | 5909 6667 6727 6857 6571 5833 5909 5857 7143 5429 0 4571
14 6136 | 6154 | 6136 6889 6909 6571 6286 5556 5682 6286 6857 5857 4571 0
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Fig. 2 14 nodes vulnerability curve of electric power

communication network
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