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Application of remote control defect diagnosis technology based on information
flow monitoring and analysis
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Abstract: A diagnosis method is proposed in order to improve the accuracy of the analysis concerning remote control
defects. The method is based on the monitoring of information flow and the parsing techniques of message, focusing on
the systematic, procedural, accidental characteristics in the actual remote control operation. Through the monitoring
system of substations and the data of remote information flow interactions, the key information of Ethernet transmission
layer and application layer is captured in the abnormal remote control process, followed by the analysis of positioning
control failure. The method solves the problems of remote control connections, complicated technology and difficulties in
reproducing the faults. The whole process and full coverage of monitoring records and parsing message on information
flow find the trace of the remote control failure, which also provide the technical basis for accurate defect diagnosis and
the treatment plans. It is proved that the diagnosis method based on the monitoring of information flow and the analysis of
the message is effective. Especially, it has a great advantage on the analysis of remote control defects, which is worth
popularizing.
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Fig. 1 Schematic diagram of the data flow of

substation’s monitoring system
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Fig. 2 Flow diagram of remote fault diagnosis
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Table 1 Process of TCP remote control and 104 protocol

message analysis
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Fig. 3 TCP link during remote control operation and records of the 104 protocol message information
(master IP33.10.10.7, plant station IP33.100.96.2)
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