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An efficient implementation method for distribution network packet based on digital signature

XIAO Xiaobing, XU Changbao, LIN Chenghui, WANG Yu, LIU Bin
(Electric Power Research Institute of Guizhou Power Grid Co., Ltd., Guiyang 550002, China)

Abstract: The smart distribution grid exchanges information relying on communications network increasingly, and the
communication network becomes more diverse and open, which makes the communication packet vulnerable to be
attacked by malicious third party such as information falsifying, forging, stealing. On the basis of researching packet
security objectives of smart distribution network, this paper presents a packet authentication algorithm based on elliptic
curve for smart distribution network communication. First the principle of digital signatures is discussed. Then the
specific implementation of smart distribution network packet security based on digital signatures is introduced, and the
packet security test is carried on the current intelligent distribution network platform. The experiment results show this

packet authentication algorithm based on elliptic curve has better security and also can meet the real-time requirements of

smart distribution network communication.
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Fig. 2 Key management structure for smart distribution network
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