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A method of real-time traffic classification in secure access of the power enterprise
based on improved random forest algorithm
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Abstract: This paper aims to classify the growing number of real-time traffic during the secure access process of the
power business system more effectively and to improve the speed of business processing of the power system. A real-time
traffic classification method of the power business based on improved random forests algorithm is proposed. On the basis
of analyzing characteristics of real-time traffic in secure access of the power business, traditional random forests
algorithm is improved. This paper prunes random forests based on margin weight to improve real-time performance of
classification and does data-editing for the new sample data to improve accuracy performance of classification. Based on
this improved algorithm, a process of real-time traffic classification in secure access of the power business is designed. At
last, an instance of a province’s real-time traffic classification in secure access of the power enterprise is used to validate
the feasibility and efficiency of the method proposed.
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Fig. 1 Security access platform’s physical topology diagram
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Fig. 2 Classification flowchart based on improved random forest algorithm

2.2.1 B R B A A& BY 1 7R

43 25 1) g s T A B e SR U ) 3
HWBRIG T2, ERE— OB, BRI BE
SEMA L /NIRRT, AR EE R 45 ) A R 1k
AT AL

BEVILG BN AR Ry H, 43 28 ] B AL
1& B BEALAR AR H AR R R

@ VIS AR b A — R T Bl B AR AR 23 2 18] B
(i 8 PR GIBVE{RREY 2 N Y 1P oY Na 2R 17 S
. margin ¥ 508 &

@ HR A AR margin ¥ 508 BN A THE T
RIS U NV RE Y O PO P AN R G A

@) Pzt b o i de /N I ey, BEAT MR, B
UG A H ' = {H

@ FFA B R LRI, IR
KIaIBEAE A AT AT I, BRI TIH—1k

KB, A5 AR KIS TR H g

® BEHO-@, FEERIHAEEEN], B
PR B BOE 31— A

e IR AR, VSRR Ay (A S 4
b WNBENLARAR H R REBR, TH5 margin (1734 05048 &
2, margin (17 ¥ AR B W R R AL
f(h, H,S) {55435,

X ARG T IR SR A, TE R SRR B
XA

S(h,H,S)=

(gﬁgmg@»aH)—mguuaﬂf\hD) ©)

Horbe o av(e) RomsRVPIME, me(x, v, H) Zorm R
S & SN I 2 L S/ NI € 0 11 s S TR
mg(x, y,{H \ b }) L= MBR T8 b Ja FEA (%, ) 173

18] b o



-86- CE R R R EEL

2.2.2 BT R 8y AR 1 I

(i 1 N = =< 9 T 1 N NI i
H, ={hl’h2’”"hk} , HAXF o REES H M
BRI b, FoA n-1 DR T4 R 2 25 2%
B, N h ISR, Wi H, . i)
S RIS H N s B 5 i AT 2 BB =1 7
AT RO, A FH ARSI — B PR R R EAR ) B
EPEE SR T EBOANBEE A, I 2 5wt
h N 4E S, EOFTN A3 2RI YL sems o X
AR AR AR AT IR FE, B RBIPTA IR
AN R AR AR

Ko S e i B A R R

O AFFRIC LG S" T AREANFE], 34 Bl AFE
NS U S’ ik B k ANEAR

@ ML k NMEASF S K AEANIFRICAH
[A] 5
G #H, WIREICHFEE; H3A, WG
AR A “nBE” PIESRERICEEE], RIS
Bolr. o, 4k fE 8k 3 A0 2 ) sepRa
R BT
2.3 BUFEN AR E XL RE S L ERIE

FE T B B M LAR PR ST 1 SE R R I8 07 v R
DUAMNBEER A B U R AR . ERF R ST
Heo VLB BRI R g AL PR, K] 3 3R
N T et Bl ML AR PR B 1) S I VAL B 0 SR T VT

HEARPRE

IR CENIWAN

T
v
] e L H

3 ERIREBA XA ERERTEE
Fig. 3 Overall flowchart of real-time traffic classification method
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Table 4 Accuracy performance of the classification method
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