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A new kind of electricity theft based on state estimation and countermeasure

WANG Xin"?2, TIAN Meng’, ZHAO Yanfeng"?, ZHAO Xu" %, WEI Ling" 2, JIANG Tingting" %, WANG Xianpei’
(1. Key Laboratory of CSG for Electric Power Measurement, Kunming 650217, China; 2. Yunnan Electric Power
Research Institute, Kunming 650217, China; 3. School of Electronic Information,

Wuhan University, Wuhan 430072, China)

Abstract: With the development of science and technology, electricity theft tends to be more intelligent and covert. A new
kind of electricity theft based on the state estimation, namely false data injection, is analyzed. First, a standard LO-norm
optimization model is proposed based on the classic false data injection model. The effects of variable factors on the
solution accuracy are eliminated with this standard model. Furthermore, in order to increase the cost and difficulty of the
electricity theft, the placement of PMUs based on the vulnerability index is proposed. Finally, the standard LO-norm
optimization model and the countermeasure are tested on the IEEE Power Flow Test Cases. The results show that the
proposed standard LO-norm optimization model can obtain more accurate false data injection vector, and setting the
PMU s based on the vulnerability index can increase the electricity theft cost of illegal users effectively.
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