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Communication modeling and simulation of SCADA system of power grid based on OPNET
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(1. Electric Power Research Institute of Guangdong Power Grid Co., Ltd., Guangzhou 510080, China;
2. School of Electric Power Engineering, South China University of Technology, Guangzhou 510640, China)

Abstract: In order to analyze the performance of SCADA system communication of power grid in an effective way, this
paper proposes a method of building key models and multi-scenario simulation of SCADA system communication based
on OPNET Modeler. According to the actual conditions of SCADA system communication, this paper researches the
modeling method of the SCADA system based on sufficient analysis on the modeling demand of SCADA system. It also
establishes a network performance simulation platform that adjusts to the engineering practices of SCADA system,
realizing the aim of examining the network performance through the simulation of multi-device and multi-scenario. It is a
direct and effective tool that the communication modeling and simulation method of SCADA system of power grid based
on OPNET to analyze on SCADA system communication network. It also provides an effective tool and practical
reference for fault preview, equipment selection and network planning of SCADA system communication.
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Table 1 Transmission regular of services of SCADA system
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Fig. 1 Interactive process diagram of command transmission
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Table 5 Simulation results of services of SCADA system
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