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Research on double check method of remote security check
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(1. State Grid Electric Power Research Institute, Beijing 100192, China; 2. Fujian Electric Vocational and Technical
College, Quanzhou 362000, China; 3. State Grid Fujian Electric Power Co., Ltd., Fuzhou 350003, China;
4. State Grid Quanzhou Electric Power Supply Company, Quanzhou 362002, China)

Abstract: In order to improve the reliability of remote links and the security of remote process, combined with the control
integration system, a new method of remote security check based on the communication protocol is presented for the
remote operation. This paper focuses on the safety and reliability of remote operation and analyzes the original remote
operation process and IEC60870-5-104 communication protocol of power system to find out the shortcomings of the
original method and communication protocol. The innovative remote double check method of remote security check is

put forward and the IEC60870-5-104 communication protocol is also expanded, and the effectiveness is verified.
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Fig. 1 Configuration diagram of master station and substation
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Fig. 2 Schematic diagram of checking process
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Fig. 3 Configuration diagram of master station and
substation checking information
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Fig. 4 Schematic diagram of double check remote process
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Fig. 5 Failure diagram of the remote process of double check
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Fig. 6 Flow chart of double check processing
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Table 1 Double check single point command message table
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Table 3 Call remote configuration message table
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Table 2 Double check double point command message table
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Fig. 7 Schematic dlagram of the call process
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Fig. 8 System configuration
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