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Design of process layer network communication fault diagnosis and analysis tool based on IEC61850

LI Zhongan', WANG Jiao?, ZHANG Huigang?, TANG Lin®
(1. Nari-Relays Electric Co., Ltd., Nanjing 211100, China; 2. School of Electric Power Engineering,
Nanjing Institute of Technology, Nanjing 211167, China)

Abstract: In the intelligent substation, the process layer network communication is the basis of information sharing and information
transmission. To ensure safety and reliability of power system, diagnosing and analyzing process layer network communication is
currently a hot research. This paper uses a special smart DAG card, which has simple structure, zero packet loss, high-precision
timestamp and other advantages. Then it combines expanded Wireshark analysis software. At last, a network communication fault
diagnosis and analysis tool is designed. Meanwhile, it also elaborates three functions with abnormal packet inspection, network status
statistics and fault waveform recording. Then this paper displays the strengths and weaknesses of the network communication
analysis tool. This design is an integration between fault recording and network traffic records analyzing system. It provides
signification in reducing the substation devices and investment, simplifying operation and maintenance.
Key words: Wireshark; DAG; network diagnosis; integration; [IEC61850; process level
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Fig. 1 Basic framework of system
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Max Delay | MinDelay | Jitter
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0x4001 26007 0 726371 us 726736 us 726116 us 249 us
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Fig. 3 Network status supervision
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Fig. 4 Fault waveform record
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