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Fault case analysis of IEEE1588 switch application in smart substation
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Abstract: According to the network structure of IEEE1588 switch operation, a kind of fault analysis method of isolated by level is
provided to resolve and prevent the potential risks of IEEE1588 switch operated under special network environment. Via a specific
fault case of IEEE1588 switch application in smart substation somewhere, rebuilding and analyzing the fault phenomenon off line, the
fault reason is concluded and amendment advices are recommended. This fault case analysis indicates that we can locate and analyze
fault rapidly via the method of isolated by level, after rebuilding the fault phenomenon, we can analyze the fault reason effectively

and then get the corresponding solution.
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Fig. 1 Typical network structure of smart substaion
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Fig. 2 Topology of operation network in field
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Protocol Length correction Info

PTPV2 60 3552634 Follow_Up Message
PTPV2 60 3546271 Follow_Up Message
PTPV2 60 3581137 Follow_Up Message
PTPV2 60 3609428 Follow_Up Message
PTPV2 60 3554410 Follow_Up Message
PTPV2 60 3652288 Follow_Up Message
PTPV2 60 3528829 Follow_Up Message
PTPV2 60 3581481 Follow_Up Message
PTPV2 60 3582662 Follow_Up Message
PTPV2 60 3556234 Follow_Up Message
PTPV2 60 3518236 Follow_Up Message
PTPV2 60 3755596 Follow_Up Message
PTPV2 60 3589330 Follow_Up Message
PTPV2 60 3592423 Follow_Up Message
PTPV2 60 3501389 Follow_Up Message
PTPV2 60 3558276 Follow_Up Message
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Fig. 4 Correction filed value of the switch under normal

situation
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Frotocol Length correction Info

PTPV2 60 806985642 Follow_Up Messa

PTPV2 a0 794954913 Follow_Up Messa
PTPV2 60 765042323 Follow_Up Messa
PTPV2 60 880252566 Follow_Up Messa
PTPVZ 60 18446744073551065472 Follow_Up Messa
PTPV2 60 885223739 Follow_Up Messa
PTPV2 60 789016437 Follow_Up Messa
PTPV2 60 616397579 Follow_Up Messa
PTPV2 60 730877419 Follow_Up Messa
PTPV2 60 961739452 Follow_Up Messa
PTPV2 60 730324833 Follow_Up Messa
PTPV2 60 314493027 Follow_Up Messa
PTPV2 60 320061444 Follow_Up Messa
PTPV2 60 118531549 Follow_Up Messa
PTPVZ 60 18446744073656473829 Follow_Up Messa
PTPV2 60 975940292 Follow_Up Messa
PTPVZ 60 975940292 Follow_Up Messa
PTPV2 60 492281788 Follow_Up Messa
PTPV2 a0 720407666 Follow_Up Messa
PTPV2 60 926518612 Follow_Up Messa
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Fig. 5 Correction filed oscillated under 60 fps broadcast

traffic in switch

Protocol  Length correction Info
PTPV2 a0 18446744073439400369 Follow_Up Message

PTPV2 60 18446744073452214190 Follow_Up Message
PTPV2 60 18446744073547484874 Follow_Up Message
PTPV2 60 52842090 FolTlow_Up Message
PTPV2 60 4 73294532089 Follow_Up Message
PTPV2 60 18446 73400158465 Follow_Up Message
PTPV2 60 18446 73640219500 Follow_Up Message
PTPV2 60 18446 73468418899 Follow_Up Message
PTPV2 60 18446 73511292627 Follow_Up Message
PTPV2 60 18446744073593210941 Follow_Up Message
PTPV2 60 62614436 Follow_Up Message
PTPV2 60 18446744073328550349 Follow_Up Message
PTPV2 60 18446 73347369790 Follow_Up Message
PTPV2 60 184467 73707623346 Follow_Up Message
PTPV2 60 79303813 Follow_Up Message
PTPV2 60 26561124 Follow_Up Message
PTPV2 60 82130544 Follow_Up Message
PTPV2 60 104070279 Follow_Up Message
PTPV2 60 1688488 Follow_Up Message
PTPV2 60 131709888 Follow_Up Message
PTPV2 a0 18446744073398647597 Follow_Up Message
PTPV2 60 146523690 Follow_Up Message
PTPV2 a0 18446744073322881382 Follow_Up Message
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Fig. 6 Correction filed oscillated continuously under more
than 60 fps broadcast traffic in switch
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Protocal  Length correction Info

PTPV2 60 272492469 Follow_Up Message

PTPVZ 60 1844674407 36 24 Follow_up Message
18800082 Follow_Up Message

PTPVZ 60

PTPV2 60 606368581 Follow_Up Message
PTPV2 60 598362640 Follow_Up Message
PTPV2 60 40 Follow_Up Message
PTPVZ 60 55 Follow_Up Message
PTPV2 60 184467440737 Follow_Up Message
PTPV2 60 Follow_Up Message
PTPV2 60 Follow_Up Message
PTPV2 60 )2 Follow_Up Message
PTPV2 60 )8 Follow_Up Message
PTPV2 60 184467440737 50 Follow_Up Message
PTPV2 60 )8 Follow_Up Message
PTPV2 60 184467440 19444 Follow_Up Message
PTPV2 60 2 28 Follow_Up Message
PTPVZ 60 ow_Up Message
PTPVZ 60 ge
PTPV2 60 ge
PTPVZ 60 ge
PTPVZ 60 ge
PTPVZ 60 184467440736 ge
PTPVZ 60 ge
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Fig. 7 Correction filed value under 5 Mbps multicast
traffic in every VLAN

Protocol Length correction sequenceld Info

PTPV2 60 147893717 21298 Follow_Up Message

PTPV2 60 675180579 21299 Follow_Up Message
PTPVZ 60 677561250 21313 Follow_Up Message
PTPV2Z 60 340840338 21328 Follow_Up Message
PTPV2 &0 855404949 21343 Follow_Up Message
PTPV2 &0 544560770 21357 Follow_Up Message
PTPV2 &0 683781708 21358 Follow_Up Message
PTPV2 &0 457993971 21372 Follow_Up Message
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Fig. 8 Abnormal correction filed value and frame dropped

situation after broadcast traffic injected
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