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Analysis of the pivotal technique in fieldwork of electric power grid SCADA system which applied 101(104)
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Abstract: The pro and con of digital channel and analog channel, the setup points of IEC 60870-5-101/104 transmission protocols

(101/104 protocols) are introduced for the debug common problems of 101/104 protocols by analyzing messages. How to choose
proper channel mode of protocol 101 and differentiate eligible timing alignment of protocols 101 is analyzed. The issues of error
telecontrol of rebuild, high error code rate of channel, telemeter dead zone value, submittion of transformer layers and available

resource of communication server are analyzed and resolved. The method of differentiating timing alignment of protocol 104 is

presented, and the importance of discovering protocol communication problems by analyzing messages is pointed out.

Key words: protocol 101; protocol 104; debug; operation; channel; time alignment; SCADA

hEKS: TM76  CERFRG: B

0 3l

B [ R pr K, 6 HLRE IR 75 SR R oK,
B 2 — AN FL 3 P AR | H 2 TR B B ok 2,
W EAL TG S B ok, X A B
RG] vl AL R G EIR B SR T s
frisk M, LS CDT MAHE MBS A 512
AL BN 256 A BEEEN 256 A4S, XA
W) 35 KV AR HLuh, 255 L, HAF T~ 220 kV
AR HL B 2R AR 22 1R 110 KV AR HLsh W s A8,
I, HET “HMIEE A RS e Dok
101 (104) ¥i2y, AHMN AR s 3 304k i AR

SRS

1674-3415(2011)05-0148-05

SEASERZII A . S E 2005 FD, A
DX T A A rpL i AN I S 1) ik RGBS 101
LR 104 L.

il 2009 fEJE, VEARERIRTT I R AR A
209 5, HRA] 101 5 104 XGEIE A 84 JE, K
F 101 BOEE A 5 B, SR 104 HOEE A 13
JE, K 104 3WiE 5 AREE (JF 101 WiE) A 13
JE, R ICABIETE AT 94 i, JL& AT Ay e LI 1.

BT A R E, & FMAH
R PAT AN T A —FE, XA R TR R — Lk
SO0, I TR X o A e o S (R A ) ) A
VETRTZE 50 HT -



I 101 (104) JRZH “H I A R B RGeS P I B BRI A - 149 -

10155 10440 38
{10 Ll iE
1210430 i
10455 HAb 3 3
A i &

1InEERERMAMLBETEE
Fig.1 The schematic chart of transformer substation automatic

channel of Yancheng, Jiangsu
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Fig.2 The unbalanced flow chart of Protocol 101
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C:\Documents and Settings\user>ping 10.32.141.226 —t

Pinging 10.32.141.226 with 32 bytes of data:

Reply from 10.32.141.226: bytes=32 time<10ms TTL=64

Reply from 10.32.141.226: bytes=32 time=15ms TTL=64

Ping statistics for 10.32.141.226:

Packets: Sent = 20000, Received = 20000, Lost = 0 (0%
loss),

Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 16ms, Average = 3ms
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Fig.3 The logical block chart of supervisory control and data
acquisition (SCADA) system

W8, )k A AR R AU B s — A RS A
(Bl s, BN BCDEI, AT RS 5 4 B
figh st XS V(K] 1T T2 R G RE A R
Bm TR, B DA rT BLSRAEAS ml A ARY
LA w0, P RS T A B (S
T, XPEERSAL AR, b T A e KTt
FrLA) w101 (104) GEIER, s E
BEAE TN A = k.
3.2 [uhERSy

10 RN 04 LT REAR MBS . BB, JE4
WK, UL ETEXEZR, RE2) KR &
HARE X 24 2 115 B, WL —A4N20064F#
1219220 kVAZ R, AT 2 [ R SR
A PR A FIPSX6001F I8 15 M55 %%, BLE T 6 f&IX
e, 3N M, 3MEERD, S3Ekd
A, B EAAEGES 00024, EMET 000
ZA, BR300, XS8R RS w1 n
WA CHE100 kB, &% E)T. &40 KW &S
ASHATRL, 75 38 PR I 2 22 Iy s, R I ) Rt
TS AR B

101 10480 L f5 3% () AR A I, oy
LG4 B TG B 15 IR 25 11 8 00 270 XA 2 2 5 11 0
i AN AR D IFSE L S THE S R =1 & e WA
KR AT D7 s A v bt 0 2k B Lk B, ikl
NN BRI, L) F s g A
G BB EENE XA DhRe, vl T2,
LT fe ST 1K SR A R H s (100 47 25 T U 4B X
(EBEE AR/ o

4 ZERE

FEV A, RSO — MR TBL,
DA EJEH 1), K22 2R ] LU 3 A SOR A
Blo vl AL RTINS 1) s E KA 2,



-152 -

LSRR AL

AT ORAFAR S, A8 Tl e A 0 i S 1)
RE, M0 H AT uh RS RE RSB e SR AT 2,
PLEul 3 N TR RAGERE 101 LY. 104 Fi
2y, DUMELE R YES I AN A H a) 3k

S 30k

(1] B8 FE AR ML F A BRI R JETT M [J]. 48P
2008, 36 (6): 1-3.

HUANG Yi-zhuang. Development tendency of substation
automation technology[J]. Relay, 2008, 36 (6): 1-3.

(2] A NI [H R 2250 51 2 2 5h 2%, DL/T634.5101-
2002 LB B B RGEHH 5-101 o0 AL F AL )
RS RCERFHEIM]. ALt rh B g J A, 2003.

(3] ZW%, W, WFEE. 8F 8 mE i FE s
LYedr . RGOS SR, 2009, 37 (23):
167-169.

LI Ming-zhen, LI Yu-shu, XIE Yu-kun. Failure analysis
and maintenance of automatic communication channel[J].
Power System Protection and Control, 2009, 37 (23):
167-169.

(4] EZm MR E T IEC 60870-5-101 HE 75 LM
FIRE (B SR)(S].

(6] BRAGAL, B, BAA. NEFPHA R LA R
SN D). kEL RS, 2008, 36 (9): 69-72.
ZHANG Xin-quan, LIANG De-sheng, ZHAO Xi-cai.
Time synchronization and its application in substation[J].
Relay, 2008, 36 (9): 69-72.

(6] e N RILHRIE E K A" DL/T634.5104-2009 3]
WA KRG H 5-104 Fo ALK - AR HEAL )
PWEEM TIEC 60870-5-101 RAZ% 5 iE)[S]. Aba:+ FE )
iR AL, 2010.

(7] e N RS0 ] 1 55 J R 2 2% 145 DL/T  5003-
2005 WL RGERE A S BT BORFURRLS]. dbnt:h
E] i 7 i, 2006.

YsFS HHA: 2010-03-29;
EEEN:

AT (1982-), B, K#, B IANF, X FTEH
J” 3k B h4%; E-mail: klemen@]163.com

& (1976-), %, K#, LRI, HRTEAHLSD
1% &; E-mail: dfchenchun@sina.com

BRG (1981-), B, AF, SHBIAEG, HLFTHAh
EAEGEER

{&[E HE7: 2010-05-29

( E3:% 133 W continued from page 133)

(13] Yuolk, JilE R, 55, 72 5AH 9 3 FA el oo i) e o i b
T IED]. 4RHaR, 1999, 27(6): 5-7.

FAN Yue, SHI Wei, et al. A new method to detect arc
fault in single phase automatic reclosing[J]. Relay, 1999,
27(6): 5-7.

(14] £, 5, R¥ & ETHRALISHLU SRS
WHLARZ[T]. JLARE % TR, 2008, 16(2): 352-356.
WANG Ping, LUO Ci-yong, YU Bo, et al. UV
endoscopic system based on embedded computer[J].
Optics and Precision Engineering, 2008, 16(2): 352-356.

(15] BEetd, MKk W1, BTl el £ 34 i s v ) e 46 T8

HURLI ARSI BE T (0], = s, 2009, 45(3): 28-31,
35.
HUANG Xiao-bo, YANG Yong-ming. Design of
discharge detection system based on photomultiplier tube
for HV electric equipments[J]. High Voltage Apparatus,
2009, 45(3): 28-31, 35.

[16] Jungang Liu, Wei He, Liang Zhou, et al. Application of
Ultraviolet Detector in Discharge Detection, International

Journal of Emerging Electric Power Systems: Vol. 7: No.

3, Article 2[EB/OL].
voll7/ iss3/ art2.

(17] VERRW, T2y, T30, & JET R AMK R i 4F
P i R v s 50 AL B S [0]. L C R 2231, 2008,
23(5):137-142.

WANG Jin-gang, HE Wei, LI Qing-wen, et al. Non-contact

electroscope for ultra-high-voltage appliances based on

http://www.bepress.com/ijeep/

ultra-violet pulse detecting[J]. Transactions of China
Electrotechnical Society, 2008, 23(5): 137-142.

(18] ELLAL, 7K. FETHAN I ZIE MR i) veas WL
JBCHRUASIAR [)]. BUACRE A5, 2009, 25(4): 36-39.
KUANG Hong-gang, ZHANG Zhan-long. Corona
discharge detector of electric equipment based on UV
pulse power[J]. Modern Scientific Instruments, 2009,
25(4): 36-39.

YFs HEA: 2010-03-22; &= HER: 2010-05-04
{EH RN

SEAR (1979-), F, i, #HF, T 2RSS
WA EER NN, B AHEEREANE HES . E-mail

jingang_023@163.com



