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Design and implementation of secondary system security protection scheme of a power plant

ZENG Yu, MA Jin-xia, ZHANG Li-ping
(Central Southern Electric Power Design Institute, Wuhan 430071, China)

Abstract:  According to the secondary system security protection principle “security location, network specialization, transverse
isolation, longitudinal certification”, a power plant installs its protection devices on related systems. This paper describes the design
and implementation of the scheme which uses chain-structure. Also, configuration scheme of the secondary system security
protection and the reformation of the related secondary system are introduced detailedly.
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Fig.1 Scheme of secondary system security protection for thermal power plant
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Fig.2 Network topology of the SIS system of a power plant
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Fig.3 Transverse protection scheme for a power plant
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Fig.4 Longitudinal protection scheme for a power plant
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Fig.5 Connection diagram of the relay protection and fault information system of a power plant
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Fig.6 Connection diagram of the relay protection and fault information system of a power plant after reformation

232 YPMEEFFHE

RTU. PMU FLNERRERTZEX 1 W
MRS, BABAAEHEMNEANRE VPNL: &
PRMEZEERT. BRETBREASRERE
FREX T NKAL, BEANBETRAERBEMNEANR
#% VPN2, Y\ LT mEE P IMEMEREE (K
BIREMERA, 5%1YaaRSER.
233 HEeEB

(1) ELZEX I, I X% —#EF—E IDS(A R

RIEE RS, IDS HFAFEHEFEREX I, I
tapu R g=

() 7 1. Il X&EHFE —EMEDIRTRE,
BB RERS SR POITRESE O X, HI
XEEEM AL L, FHEMLRFE T AR TS
PR R IR AR R S e B B i & 0 E T
2=\ FEXEEE, I XABEISESEERIH
NI R B RSSBHTREENEN: R XK
B9 75 AR 45 28 °] H 2% 3 3 Internet LB Hrim & PE,



BE, ¥ ReJ RELZEWHF IR ST

-77 -

- TR A ETE ML F 5% BRI R B RS
B EIEFREE.

(3) 7& I XA E THEHL, HEX LN L%k
LHKYERESE R, SErlEREYE
REEENRESER, RS EREEERNIT/E
5 BB 1A B SR & M SERE R BT AR % 42
£dut, UEERERYEREEEN TERSE
AL FRERBO.

(4) I1 DA III (X 43 BB B R A oA, fEiX L
A5 ML s R B b s e ik, B
FHEE I XA IV X 2 [8) S FO S 2 m 4 5
AIE.,

(5) BIEENTEEEALNM.

3 HEXEAFHEREIERE

3.1 SIS R

R SIS A4 UHLLA DCS#1 H14H DCS. #2 #l
21 DCS. 2~ f DCS)SHE: Mz R4 E T b ki,
AR TS RESUEF KB KA R 4
NCS. FECS. TDM 5#OHZ [ &8 1 &5k

BE. BB kRS wde T SIS HOVUAE L.

SIS 5 MIS ZRIREAE T IEMWHERREE
(5 SIS RAMEME), KBEHRERSHINAET
HNRFERFE L, ASBEEK, AKRSUE, A
mEet, Y1 ELrRYEREEE.
3.2 RIPRMEREEREFHARLE

AR KRS B TS ERPEERT
LR MR Bt 5 F b 4H3%E, NCS 57 5 EEAHEL
RUKMAZ BRI EEENE 7 EEHENBENER
&, MMER T I XMEEBX BB, RKBUE,
EFI S5 URMZ L2 [ H8 1 B k3G,
FRVPEABEREFRTHEER L. RFis
NCS Z[AFEENE NCS &85 kiS5 FififisE.
JR Pk 28 LUK W AT #ob B 8 N B8 ) 18 B 30908 )
A%, BUEEEN KIS BB BT BEEIE M
AR

B8 7 K B ER YR EN ZE R T UPS.,

SUERT R RMER B E R THRABRE W
Bl 5 Bim. BUEERY R R G B Fui RAEE
ZBE W 6 B,

SISHUE (TR b SISHLECEL BLUED] | SISHUEGE ) 1HLIE)| | X 4BhiPm fﬂﬁzggzgﬁ N.;smmﬁy% AR RLTRE
s .
MISFREHL | | AePeRs | | RmsER 2E ] }—4—1 AR -—[Fﬁﬁfi“m”
FrfEER l BT,
‘) o DRRE
X% BT forrreEme & 7
MIS HLIE
s || DX LUARIS

B HESIRRE AR

-{Tllbﬁ&ﬁ ﬁgl

BARME

B7 RETZRARREMHPRECEHRE

Fig.7 Connection diagram of the secondary system security protection devices of a power plant
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