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Implementation of IEC60870-5-104 protocol based on FSM

FU Qin-cui, CHEN Jian-yun
(East China Jiaotong University, Nanchang 330013, China)

Abstract: IEC60870-5-104, which uses standard transport profiles for IEC60870-101 based on network access, is seldom used
because it involves network programming and has just been released recently. Presently, people make a deep study of the application
of the 104 protocol and have obtained a certain success. But on the software design, there is not a relatively universal design pattern.
This paper puts forward a kind of design method used for the realization of the 104 protocol based on finite state machine (FSM). In
this method, the overall architecture is designed referring to layered thought. And this paper models the 104 protocol via the FSM
theory. In addition to that an object-oriented FSM implementation framework is produced. In addition to that a tool is presented that
automates the configuration of the framework. The tool effectively enables developers to create FSMs from a specification.
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Fig.1 Network reference model for IEC60870-5-104
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Fig.2 State diagram for transfer control object
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FSMTransition
<<Interface>> _action action: FSMAction
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Fig.3 Class diagram for the FSM framework
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<?xml version="1.0" encoding="UTF-8"7>
<fsm firststate="ReqConnect" initaction="initAction.ser">

<StateSZstate name="ReqConnect "/>

<state name="Connected"/>
<state name="StartDT"/>

-currentState

addTransition ()

enter ()
findTransition ()
guard()

processEvent()

</states>

<events>
<event name="afterT0"/>
<event name="startUp"/>
<event name="ASDU"/>

</events>
<transitions>
<transition sourcestate=" ReqConnect "
targetstate=" Connected "

event="hasConnected"
action="stopTimer.ser"/>
<transition sourcestate=" ReqConnect "
targetstate=" ReqConnect "
event=" afterTQ"
action="connect.ser"/>
<transition sourcestate=" Connected "
targetstate=" StartDT "
event="ASDU "
action="TxUstart.ser"/>

</transitions>

</fsm>
B4 XML SCHHEIR ARSI
Fig.4 FSM specified in XML
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